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OIIPEJAEJIEHUSA

B HacToAwem [AOKYMeHTe WCNOMb3ylTCA cneaylowme TePMUHbI U KX
onpeaeneHus.

ABTOMATU3MPOBAHHAA CUCTEMA — CUCTEMA, COCTOALLAA M3 MepcoHasa U
KOMM/IEKCa CPeACTB aBTOMaTU3aUMM ero AeAaTelbHOCTU, peannsytowan nHdopma-
LMOHHYO TEXHOIOTUIO BbINOJHEHMA YCTAaHOBAEHHbIX QYHKLUMN.

AyTeHTUdUKaLMUA OTNpaBUTENA AAHHbIX — NOATBEP)KAEHME TOro, YTO OT-
npaBuUTe/ib NOJYyYEHHbIX AAaHHbIX COOTBETCTBYET 3aAB/IEHHOMY.

be3onacHOCTb NepCOoHaNbHbIX AAHHbIX — COCTOAHME 3aLUULLEHHOCTU
NepCOHaNbHbIX LAHHbIX, XapakTepusyemoe CNoCOOHOCTbIO NOMb30BaTE/NEMN,
TEXHUYECKMX  CpeaCcTB M MHPOPMAUMOHHBIX  TexHosnorni  obecneynTb
KOHOUAEHLUNANbHOCTb, LESIOCTHOCTb M AOCTYMHOCTb NEPCOHA/IbHbIX AaHHbIX NpU
nx 06paboTke B MHPOPMALIMOHHbIX CUCTEMAX NEPCOHANbHbIX AAHHbIX.

BuomeTpuyeckMe nepcoHasbHble AaHHble — CBeAeHWsA, KOTopble
XapakTepmsyoT Gunsnonornyeckne ocobeHHOCTN YesoBEKA M HA OCHOBE KOTOPbIX
MOYHO YCTaHOBUTb €ro JINYHOCTb, BKAtOYaa ¢oTorpadum, oTneyaTKn nasbles,
obpa3 ceTyaTKM rnasa, OCOBEHHOCTM CTpPOeHUs Tena W Apyryro noaobHyto
nHpopmaumio.

BnoKupoBaHMe MNepCOHaNbHbIX MAaHHbIX — BpPeMeHHoe npekKpaleHne
cbopa, cucTemMaTM3auMM, HAKOMJEHWUA, WCMNO/Ab30BaHMA, PACMPOCTPAHEHUS,
NepcoHabHbIX AAHHbIX, B TOM YMC/IE UX Nepeaayn.

Bupyc (KomnbloTepHbIW, NPOrPAaMMHbII) — UCMONHAEMbIN MPOrPaMMHbIN
KOZ WAN MHTepnpeTupyembii Habop MHCTPYKUMIM, 06nagarowmii CBOMCTBAMN He-
CaHKLMOHWPOBAHHOIO PacnpoCTpaHeHUas M camosocnpousseneHma. CosgaHHble
Ayb61MKaTbl KOMNBIOTEPHOTO BUpPYCa He BCeraa CoBMaZatoT C OPUIMHANIOM, HO CO-
XPaHAT CNOCOBHOCTb K Aa/ibHelLemMy pacnpoCTPaHEHUIO U CaMOBOCNpoun3Beae-
HUIO.

BpeaoHoCHaAa nporpamma— nporpamma, npegHasHavyeHHaa  Aans
OCYLLEeCTBNEHNA HECAHKUMOHMPOBAHHOIO Ao0CTyna M (Man) BO3AEUCTBUA Ha
NepcoHanbHble AaHHblE UK pecypcbl MHGOPMALMOHHOM CUCTEMbI NEPCOHANbHbIX
AAHHbIX.

BcnomoratenbHble TeXHUYECKUe CcpeacTBa M CUCTEMbI — TeEXHUYECKUe
CpeacTBa M CUCTEMbI, HE NpeAHa3HA4YeHHble ANnA nepegayun, o06paboTkM M xpaHeHuA
NepCcoHanbHbIX AaHHbIX, YCTaHaB/MBAEMble COBMECTHO C TEXHUYECKMMMU CPescT-
BAaMW M CUCTEMAMM, NpeHa3HaYeHHbIMN ans 06paboTKM NepCcoHabHbIX AaHHbIX
WM B MOMELLEHUNAX, B KOTOPbIX YCTaHOB/EHbl MHGOPMALMOHHbIE CUCTEMbI MEpPCo-
Ha/IbHbIX AAHHbIX.

[Joctyn B onepaymoHHyl cpeay KomnbioTepa (MHPOPMALUOHHOM
CUCTEMbl NEepPCOHa/NbHbIX AAHHbIX)— MO/Ny4YeHMe BO3MOXKHOCTM 3anycKa Ha
BbINONHEHME LITATHbIX KOMaHA, OGYHKUMKM, npoueayp OnepauyoHHOM CUCTEMbI
(YHWUUTOXKEHMA, KOMMPOBAHWUSA, MEPEMELLEHMA U T.M.), UCNoAHAeMbIX ¢aiinos
NPUKNAAHbIX NPOrpPamm.



[doctyn K nHpopmauum — BO3MOXKHOCTb NOAy4eHMA MHPOpPMaLMM U ee UC-
NO/Ib30BaHMA.

3aKnaa04yHOe YCTPOMUCTBO — 3/IEMEHT CPeacTBa CbemMa MHPOPMALLMKM, CKPbITHO
BHeApsembld (3aKnagblBaembli MAM  BHOCMMbIA) B MeECTa BO3MOMHOMO Cbema
nHpopmauun (B TOM Yncne B OrpaxkaeHune, KOHCTPYKUMo, obopyagoBaHue, npegmeTbl
NHTEpbepa, TPAHCMNOPTHblE CPEACTBA, @ TAKXKEe B TEXHUYECKMe CpeacTBa M CUCTEMDI
06paboTKM MHPOPMaLMK).

3awmwaemana MHPopmauua — MHbGopmMmauma, ABAAIOLWAACA NpeameTom cob-
CTBEHHOCTU W MOA/IENKALLAA 3alLMTe B COOTBETCTBMM C TPebOOBAHMAMM MNPABOBbLIX
OOKYMEHTOB UK TpeboBaHNAMM, YCTaHABIMBAEMbIMU COBCTBEHHUKOM MHGOPMaLMN.

NpeHTuduKauma — npuceoeHne cybbektam U obbeKTam AocTyna MAEeHTU-
¢uKatopa u (MnM) cpaBHEHWE NPeabABASEMOro WAeHTUPUKATOpa C NepeyHeM
NPUCBOEHHbIX NAEHTUDUKATOPOB.

MHPOPMATUBHDBIIA CUrHAN — 3SNEKTPUYECKME CUTHAJbI, AKYCTUMECKME, 3/eK-
TPOMarHuTHble U gpyrme ¢usMdeckMe NoAnA, No MapamMeTpam KOTOPbIX MOMKET ObiTb
PacKpbITa KOHOUAeHUManbHaa MHbOpMaums (nepcoHasibHble AaHHble) 0bpabaTbi-
Baemas B MHPOPMALMOHHOWN CUCTEME NEPCOHANbHbIX AAHHbIX.

MHPopMmaLMOHHAA cucTemMa NEepCcoHanbHbiX AaHHbiX  (UCNAH) —
MHPOPMALMOHHAA  CUCTEMQ, npeactasnaowan  cobown COBOKYMHOCTb
MePCoHaNbHbIX  AaHHbIX, coAep)awmxca B 6ase [AaHHbIX, a TaKXe
MHPOPMALMOHHBIX  TEXHOJNIOTUA U TEXHUYECKUX CpeacTs, MNO3BOJAOLLNX
ocywecTBnATb 06paboTKy TaKMX MEPCOHaNbHbIX AAHHbIX C MCNO/b30BAHUEM
CpeAcTB aBTOMATM3aLUUM MK 6€3 NCnoNb30BaHMA TakKUX CPeaCTB.

MHPOopMaLUOHHDbIE TEXHONOTMM — MPOLIECCbl, METOAbI MOUCKA, cbopa, Xpa-
HeHuA, 06paboTKM, NPeAoCTaBAEHUA, PACNPOCTPAHEHUA WHPOPMALMKM WM cnocobbl
OCYLLLECTB/IEHMA TAKNX NPOLLECCOB U METOA0B.

Mcnonb3oBaHMe nepcoHaNbHbIX AaHHbIX— JgeincTema (onepaunmn) ¢
NepcoHasbHbIMMU AaHHbIMKW, COBEpPLIAaeMble OMNepaTopomM B LEAAX MNPUHATUA
PELIEHUIA WNN COBEPLIEHMA WHbIX AENCTBMA, MOPOXKAAWMX OpPUANYECKUE
nocneacTemMa B OTHOLWEHUM CyObEeKTa NepcoHasbHbIX AAHHbIX UAW APYrUX Aul,
nmbo MHbIM 06pa3om 3aTparnsatowmx npaea n ceoboabl cybbeKTa NepPCOHANbHbIX
OAHHbIX MW APYTUX AN,

McTouHUMK yrpo3bl 6e3onacHoctn uHbopmaumm — cybbekT aocrtyna, marte-
pYaNbHbIN 0OBEKT UM PU3MYECKOE ABNEHWE, ABNAOLMECA MPUYNHON BO3HUKHOBEHMUA
yrpo3bl 6e30nacHOCTN MHGOPMaLUW.

KoHTpoaupyemas 30Ha — nNpoCTpaHCTBO (TeppuTopus, 34aHME, YacTb 34aHKA,
NOMELLIEHME), B KOTOPOM WMCKIOYEHO HEKOHTPO/IMpyeMoe NpebbiBaHME MOCTOPOHHUX
/L, @ TaKXKe TPAHCMOPTHbIX, TEXHUYECKUX U MHbIX MaTepPUasIbHbIX CPEeACTB.

KoHduaeHUManbHOCTb NepCcoHaNbHbIX AAHHbIX — 006A3aTeNIbHOe Ans cobto-
OEHWA ONepaTopomM MU MHBIM NOJTYYMBLUMM AOCTYN K NEPCOHANbHbIM AAHHBIM JIULLOM
TpeboBaHMe He JOMNYCKaTb MX PACNPOCTPaHeHMe 6e3 cornacua cybbekTa NepcoHanbHbIX
OaHHbIX MW HAIMYMA MHOTO 3aKOHHOMO OCHOBAHMUA.



Me>kceTeBOM 3KpaH — /IOKa/IbHOE (O4HOKOMMOHEHTHOE) UAN PYHKLMOHANBbHO-
pacnpegeneHHoe nporpaMmmHoe (nNporpammHo-annapaTHoe) cpeacTBo (KOMNAEKC),
peanusytolwee KOHTPO/Ib 3a MHPOpPMaUMeln, NOCTynarowern B WMHPOPMALMOHHYHO
CUCTEMY NepPCOHaNbHbIX AaHHbIX U (M1K) BbIxoAALLeM 3 MHGOPMALMOHHOMN CUCTEMDI.

Hapywutenb 6e30nacHOCTM NEepCOHa/NbHbIX AaHHbIX — PU3MYecKoe nLO,
CYYaHO WAW NpeAHaMEPEHHO COoBepLUalollee AencTBuA, CNeacTBUEM  KOTOPbIX
ABNAETCA HapylweHne 6e30nacHOCTM MepPCoHaNbHbIX AaHHbIX Mpu KUX obpaboTke
TEXHUYECKMMU CPEeACTBAMMN B MHGOPMALIMOHHbIX CUCTEMAX NEePCOHA/IbHbIX AaHHbIX.

HeaBTomaTtu3npoBaHHaa 06paboTKa nepcoHanbHbIX AaHHbIX — 06paboTKa
NEePCOHANbHbIX  AaHHbIX, COAeprawmuxcad B  MHPOPMAUMOHHOM  cucTeme
NEPCOHa/NIbHbIX AaHHbIX MO0 W3BNEYEHHbIX M3 TaKOW CUCTEMbI, CYMUTAETCH
OCYLLLECTB/IEHHOMN 6e3 MCNONb30BaHMA cpeacTs aBTOMaTU3aLUUM
(HeaBTOMATM3MPOBAHHOMN), €cAn TakMe AEUCTBMA C MepPCOHasIbHbIMU AaHHbIMMU,
KaK MCNONb30BaHMeE, YTOYHEHWNE, PACNPOCTPAaHEHNE, YHUUTOXKEHME NEePCOHabHbIX
AAHHbIX B OTHOLWEHWM KaXKAOro W3 CyObeKTOB MNepCOHaNbHbIX AaHHbIX,
OCYLLECTBAATCA NPU HENOCPEACTBEHHOM Y4acTUM YeioBeKa.

HepeknapupoBaHHble BO3MOXHOCTU — (QYHKLMOHA/IbHbIE BO3MOXHOCTU
CPeACTB  BbIMUCIUTENIbHOM TEXHUKW, He OMUCaHHble WAWM He COOTBETCTBYHOLLME
ONMCaHHbIM B AOKYMEHTALUMM, NPU MUCNONb30BaHNUN KOTOPbIX BO3MOXKHO HapyLUeHue
KOHOMAEHUMANBbHOCTN, AOCTYMHOCTM  WAW  LeNOCTHOCTM  obpabaTtbiBaemMon  UH-
dbopmauun.

HecaHKUMOHMPOBaHHbLIN AocTyn (HeCaHKLUMOHMPOBAHHbIE AeCTBUA) —
AO0CTyN K MHGOPMAUUK AN AENCTBUA C MHPOPMALMEN, HapyLLaloWwpe npaBuaa pas-
rPaHMYEHUs OOCTyNa C WCNOAb30BAaHMEM LUTATHbIX CPeacTs, NpPeaoCTaBAAeMbIX
MHOOPMALMOHHBIMM CUCTEMAMM NEPCOHA/bHBIX AAHHbIX.

Hocutenb nnpopmauum — dpmsnyeckoe Mo UaN MaTepmasibHbI 0OHEKT, B TOM
yncne ¢usmMyecKkoe nose, B KOTOPOM MHPOPMALMA HAXOOUT CBOE OTPAXKEHWE B BUAE
CMMBO/I0B, 06Pa30B, CUrHANOB, TEXHUYECKUX PEeLLEHMIM U NPOLECCOB, KONMYECTBEHHbIX
XapPaKTEPUCTUK GU3NYECKUX BESTUUMH.

O6e3nnumBaHMe MNepCcoOHaNbHbIX AaHHbIX— [OENCTBMA, B pesy/bTaTe
KOTOPbIX HEBO3MOHO ONpeaenvTb NPUHAONENKHOCTb MEePCOHANbHbIX AaHHbIX
KOHKpPeTHOMY CyObeKTy NepCOHaNbHbIX AaHHbIX.

O6paboTKa nepcoHanbHbIX AAHHbIX — AeicTBUA (onepaummn) ¢ nepcoHasb-
HbIMM AaHHbIMM, BK/ItOYan cOOp, CUCTEMATM3ALMIO, HAKOMIEHWNE, XpaHEHME, YTOYHEHME
(obHOBNEHME, W3MEHEHWE), WCNONb30BaHWE, PacMpPoOCTpaHeHWe (B TOM uucne
nepeaayy), obesnnunsBaHme, 61I0KMPOBAHME, YHUUTOXKEHNE NEPCOHANbHbIX AAHHbIX.

O6wenocTynHble MNepcoHaNbHble pAaHHble — MEepPCOHa/ibHble AaHHble,
AOCTYN HEOrpaHMYEeHHOro Kpyra /ML, K KOTOPbIM MNPeAoCTaB/ieH C cornacus
cybbeKTa MnNepcoHaNbHbIX [MAaHHbIX WMAM  HA KOTOopble B COOTBETCTBUMM C
depepanbHbIMM  3aKOHAMKM He pacnpocTpaHaeTcA TpeboBaHue cobatogeHun
KOHPUAEHUNANbHOCTH.



Onepatop (NepcoHanbHbIX  AaHHbIX) —  TOCYAAPCTBEHHbIM  OpraH,
MYHUUMNANbHBIM OpraH, topuanyeckoe nm GUsnyeckoe nLLo, opraHusytoLee u (uam)
ocywecTeastoee 06paboTKy NePCOHANbHBIX AAHHbIX, A TAKXKE onpeaenatoLwme Leam m
coaepKaHne 06paboTKM NepcoHaNbHbIX AAHHbIX.

TexHuyeckne cpeactBa WMHPOPMALMOHHOM CUCTEMbI NEepPCOHANbHbIX
BAHHbIX — CPeACTBa BbIMUCAUTENBHON TEXHUKKU, MHOOPMALLMOHHO-BbIMUCAUTE/IbHBIE
KOMMJIEKCbl M CETW, CPeacTBa M CUCTEMbI nepefayn, npuema m obpabotkm MNAH
(cpeactBa M cucTembl 3BYKO3anuUCK, 3BYKOYCUIEHWMSA, 3BYKOBOCMPOM3BEAEHMA, ne-
PEroBOpHbIE U Te/IEBU3NOHHbIE YCTPOWMCTBA, CPeACcTBa U3roTOB/IEHWUA, TUPAXKMPOBAHNA
AOKYMEHTOB M Apyrme TeXHUYeckue cpeactsa 0b6paboTkm peyeBon, rpapuyeckon, BUAeo
- n 6ykBeHHO-UMbpOBOM MHPOPMALMM), NPOrpamMMHble CpeacTBa (onepaumoHHbIe
CUCTEMDBI, CUCTEMbI ynpaBieHna 6a3amy  JaHHbIX WM T.N.), CPEeACTBA  3aLUMTHI
MHPOopMaLMKM, NpUmeHAeMbIe B MHGOPMALMNOHHDBIX CUCTEMAX.

NepexBatr (MHPopmauumn) — HenpaBomepHoe MNoaydyeHne MHbopmaLUn C
MCNONb30BaHMEM TEXHUYECKOro CpeacTBa, OCYLLEeCTBAANWEro obHapysKeHue,
npuem n 06paboTky MHGOPMATUBHbLIX CUTHAJIOB.

MepcoHanbHble AaHHble — 0b6aA  MHOOpPMmaAUMA, OTHOCAWAACA K
onpeAeneHHOMy WX oOnpeaensemMoMy Ha OCHOBaHMW TaKon MHpopMaLmm
dum3myeckomy nmuy (cybbeKkTy nepcoHanbHbIX AaHHbIX), B TOM 4ucCne ero
dbamunma, mMmAa, OT4eCcTBO, roA, Mecsl, AaTa M MeCTo POoXAeHWUs, agpec,
ceMenHoe, coumanbHOe, MMYLLLECTBEHHOE NOI0XKeHUe, obpa3oBaHue, npodeccus,
[0xo4pl, Apyraa nHbopmaums.

Mo6ouHble 31eKTPOMArHUTHble U3ny4yeHusn 7 HaBOAKMU —
3NEeKTPOMArHUTHbIE WU3/ly4eHUA TEXHUYECKUMX CpeacTB 0b6paboTKM 3alumiLaemMon
MHbOpMaLMK, BO3HUKalOWMe Kak noboyHoe sBAEHME U Bbi3BaHHbIE
NEKTPUYECKMMM CUTHANAMM, AENACTBYIOLMMM B X INEKTPUYECKMX U MATHUTHbIX
LenaX, a TaK¥Ke 3/1eKTPOMArHMUTHbIe HAaBOAKM 3TUX CUTHANOB Ha TOKONPOBOAALLNE
JINHUU, KOHCTPYKUMM U Lenu NUTaHus.

MonnTUKa «YMUCTOro CToNa» — KOMMJIEKC OPraHM3aLMOHHbIX MEPONPUATUNA,
KOHTPO/IMPYIOLMX OTCYTCTBME 3aNMCbiBaHUA Ha BymarKHble HOCUTENIN KAKOYeEN U
aTpmnbyToB AocTyna (naponei) n xpaHeHUsa nx B61n3n o6bEKTOB AOCTYNa.

MNonb3oBatenb MHPOPMALMOHHOMA CUCTEMDI MEPCOHANbHbLIX AAHHbIX —
nmuo, ydacTteytowee B QYHKUMOHMPOBAHUM  MHPOPMALMOHHOM  CUCTEMDI
NepCcoHaNbHbIX AAHHbIX UN UCNONb3YIOLLEe pPe3ynbTaTbl ee PyHKLUMOHUPOBAHMUS.

MpaBuna pasrpaHuyeHUs AO0CTyNa — COBOKYMHOCTb MPaBWUA, pernameHTu-
pyHOLMX NpaBa focTyna cybbeKkToB A0CTYNa K 06beKTaM A40CTyna.

MporpammHas 3aknagka — Ko Nporpammbl, NpeaHamMepeHHO BHECEHHbIM B
NPOrpammy C LLe/Ibl0 OCYLLEeCTBUTb YTEUKY, N3MEHUTb, BIOKMPOBATb, YHUUTOXKMUTD
MHOOPMALMIO NN YHULTOXKUTD U MOANDUUMPOBATL NPOrpamMmmHoe obecneyeHme
MHGOPMALIMOHHOM CUCTEMbI NMEPCOHANbHbIX AaHHbIX U (MNKM) BNOKMpPOBATL anna-
paTHble cpeacTBa.



MporpammHoe (nporpammHo-maTemaTuueckoe) BO34eicTBue —
HECAaHKUMOHMUPOBAHHOE BO3AENCTBME Ha pPecypcbl aBTOMATU3UPOBAHHOM
MHGOPMALMOHHON CUCTEMBbI, OCYLLLECTBASEMOE C UCMO/Ib30BaHUEM BPEAOHOCHbIX
nporpamm.

PackpbiTe nepcoHaNbHbIX AaHHbIX — YMbIW/EHHOE WU CAy4YaliHoe
HapyLlleHne KOHPUAEHUMANbHOCTU NEPCOHA/bHbIX AAHHbIX.

PacnpocTpaHeHMe NepcoHaNbHbIX AAHHbIX — AENCTBUA, HanpaB/eHHbIe Ha
nepenayy nepcoHanbHbIX [AaHHbIX onpeaeneHHOMY Kpyry vy, (nepegava
NepPCOHA/NbHbIX AaHHbIX) UM HAa O3HAKOMJIEHME C NEepPCOHaNbHbIMW AaHHbIMMK
HEeOrpaHWYeHHOro Kpyra /uy, B TOM 4ucie obHapoaoBaHWE NepCOHaNbHbIX
AAHHbIX B CpeACcTBax MaccoBon MHGopmaumu, pasmelieHme B MHGOPMaLMOHHO-
TENEKOMMYHUKAUUOHHbIX CETAX UM NpeaocTaB/eHne A0CTyna K NnepcoHabHbIM
JAHHbIM KaKUM-/IM60 MHbIM cnocobom.

Pecypc MHPOPMaALMOHHOI CUCTEMbI — MMEHOBaHHbIN 3/1EMEHT CUCTEMHOTO,
NPUKNAAHOro nnn annapaTHoro obecneyeHus bYHKLUMOHMPOBAHMA
NHPOPMALMOHHOM CUCTEMBI.

CneumnanbHble KaTeropum nNepCcoOHaNbHbIX [AaHHbIX — MNepPCcoHasbHble
AaHHble, Kacalowmeca pacoBOM, HaLMOHANbHON NPUHAANENKHOCTU, NMONUTUYECKUX
B3rNA40B, PEAUTMO3HbIX UAN GUNOCODCKUX yOeRaAeHNM, COCTOAHMA 340P0BbA U
MHTUMHOM XKM3HU CYyObEeKTa NepCcoHaNbHbIX AAHHbIX.

CpeAcTBa BbIYMC/IUTENIbHON TEXHUKU — COBOKYMHOCTb MPOrPaMMHbIX U Tex-
HUYECKMUX 3N1EMEHTOB CUCTEM 06pPaboTKM AaHHbIX, CMOCOOHbLIX (YHKUMOHMPOBATD
CaMOCTOATENbHO UKW B COCTaBE APYrMX CUCTEM.

CybbeKkT aoctyna (cybbeKTt)— nMuo uam npouecc, AenCTBUS KOTOPOro per-
NTAMEHTUPYIOTCA NpaBUAaMM pasrpaHUYeHns 4ocTyna.

TexXHMYeCKnii KaHan yTeuykn MHPOopMaLMm — COBOKYMHOCTb HOCUTENA WH-
dopmaumm (cpeactBa 06paboTkM), Pu3MuecKor cpeabl pacnpocTpaHeHMA WHGOP-
MaTMBHOIO CUIHaNa U CpeacTs, KOTOPbIMKU A0bbIBaeTcA 3almiLaemas nHdopmaums.

TpaHcrpaHMuYHas nepegaya MEepPCOHa/NbHbIX  AAHHbIX — Mepejaya
NepCoOHaNbHbIX AaHHbIX onepaTtopom 4Yepe3 [oOCyAapCTBEHHYHO  FpaHULy
Poccuiickon  ®depgepauum  opraHy  B/AaCTM  MHOCTPAHHONO  rocy4apcTBa,
dun3nYecKoMy AN IOPUANYECKOMY NLLY MHOCTPAHHOIO rocyAapcTBaa.

Yrpo3bl 6@30NacHOCTM NEepCOHa/NbHbIX AAHHbIX — COBOKYMHOCTb YC/I0BUIA M
¢$aKTopOoB, CO3AaOWMX ONACHOCTb HECAHKLMOHMPOBAHHOIO, B TOM YMUCAE C/Ty4alAiHOrO,
[O0CTyNa K NepcoHaNnbHbIM AaHHbIM, PE3YIbTaTOM KOTOPOTO MOXKET CTaTb YHUUTOXKEHWE,
n3MmeHeHue, 610KMPOBAHME, KONMPOBAHME, PACNPOCTPAHEHME NEPCOHANbHbIX AAHHbIX,
a TaKKe MHbIX HECAHKUMOHWPOBAHHbIX AEUCTBUA nNpu  ux o0bpaboTke B
MHGOPMALIMOHHOW CUCTEME NEePCOHA/IbHbIX AAHHbIX.

YHUUTOXEHME NepCOHaNbHbIX AAHHbIX — AEWCTBUA, B pe3y/nbTaTe KOTOPbIX
HEBO3MOKHO BOCCTAaHOBUTb COAEPMKAHME NEPCOHANbHBIX AAHHbIX B MHPOPMALMOHHON
cUCTemMe MepCoHanNbHbIX AaHHbIX WAWM B pe3ynbTaTe KOTOPbIX YHUYTOXKAKOTCA
MaTepuasibHble HOCUTENN NEPCOHA/bHbIX AAHHbIX.



YTeuka (3awuwaemon) nHpopmaumm No TeXHUYECKUM KaHa/laM — HEKOH-
TpOAMpyemoe pacnpocTpaHeHre MHPOPMALLMM OT HOCUTENA 3aLMLLAEMON MHPOPMaLmn
yepe3 GM3NYECKYIO cpeay A0 TEXHUMYECKOTO CPeACTBa, OCYLLECTBAANOLWEro nepexsat
nHPopmaumu.

Ya3BMMOCTb — €/1a60CTb B CpeacTBaX 3allUMTbl, KOTOPYD MOMHO MCMNO/Ib30BaTb
AN1A HAPYLLEHNA CUCTEMbI UM coAepKaLLLenca B Hel MHGopmaumn.

LienoctHOCTb MHPOpMaLUM — CNOCOOBHOCTb CPeacTBa BbIMMCAUTENIBHON TeEX-
HWKM UM aBTOMATU3MPOBAHHOM CUCTEMbI 06ecnevmBaTb HEM3MEHHOCTb MHPOPMaLMn
B YCNOBUAX C/Ty4aliHOrO U/MM NpeaHaMepeHHOro UCKarKeHWs (paspyLueHns).



OBO3HAYEHUA N COKPALIEHUA

ABC — aHTMBUpPYCHble CpeacTBa

APM — aBTOMaTH3npoBaHHOE paboyee mecTto

BTCC — BcnomoraTe/ibHble TeXHUYeCKmne CpeacTsa U CUCTEMDI
NCNAH — nHPOPMALMOHHAA CMCTEMA NEPCOHA/IbHBIX AAHHbIX
K3 — KoHTpOAMpyemas 30Ha

J1BC — noKanbHasa BblMMUC/INTENIbHAA CETb

M3 — merKceTeBOM 3KpaH

HC/l — HeCaHKLMOHNPOBAHHbIN A0CTYN

OC — onepauyoHHan cuctema

MNAH — nepcoHasibHble AaHHble

NMMB — nporpammHo-maTemaTUyeCcKoe BO3aencTame

MO — nporpammHoe obecneyeHne

M3MWH — nob0o4YHbIe 3NEKTPOMArHUTHbIE N3/Ty4EHWUS N HABOOKM
CA3 — cucrema aHanmM3a 3alWULLEHHOCTU

C3U1 — cpeacTBa 3aWmThl MHGOPMALUN

C3NAH —cuctema (noacuctema) 3aWmUTbl NEPCOHANbHbIX AAHHbIX
COB — cuctema obHapyKeHUs BTOPKEHUN

TKYU — TexHmn4ecKre KaHabl yTeYkn MHGopmaLmm

YBMNAH — yrpo3bl 6e30nacHOCTX NepPCOHaNbHbIX AaHHbIX



BBEJAEHHUE

Hactoawas KoHuenuus uHbopmaumoHHon  6esonacHoctn  UCMNAH
ObuiectBa C OrpaHMYeHHOW OTBETCTBEHHOCTblo «Maenb-Ypan» (manee — 00O
«Npenb-Ypan»), asnaertca opuuUnanbHbIM AOKYMEHTOM, B KOTOPOM onpenesieHa
cuctema B3rn1840B Ha obecnevyeHune uWHPopmaumoHHon 6esonacHoctn 00O
«Npenb-Ypan».

HeobxoanmocTtb pa3paboTkm KoHuenuum obycnosneHa CTpemMUTeNbHbIM
pacwmpeHnem chepbl NPUMEHEHUS HOBEMLLINX MHPOPMALMOHHBIX TEXHOIOTUNA U
npoueccoB B OO0 «WUpenb-Ypan», npu obpaboTke mMHPopmauum Boobuie, n
NepCOHasbHbIX AAHHbIX B YaCTHOCTM.

Hactoawas KoHuenuusa onpeaenseTr OCHOBHble LEAM W 33a4a4u, a TaKxKe
obuLyto CTpaTernio MNOCTPOEHMA CUCTEMbI 3aWMTbl MNEPCOHANbHbIX AaHHbIX
(C3N4H) OO0 «UNpenb-Ypan». KoHuenuma onpenenaetr OCHOBHble TpeboBaHUA U
6asoBble MoAX0oA4bl K WX peanusauuu, ANs AO0CTUXKeHUsa Tpebyemoro ypoBHS
6e3onacHoCTN MHPoOpPMaLUW.

KoHuenuua pa3spaboTaHa B COOTBETCTBMM C CUCTEMHbIM MNOAXOAO0M K
obecneyeHnto  MHPOPMAUMOHHOM  Be3onacHocTM.  CUCTEMHbIA  noaxon,
npegnonaraet  NpPoBeAeHWE  KOMMJIEKCA  MEeponpuATUIA,  BKIOYAOLWMX
nccnepoBaHue yrpo3 MHGopmaUMOHHOM 6e30nacHOCTU U Pa3paboTKy cUCTEMbI
3awmTtbl MOH, C MO3UUMM  KOMMIEKCHOrO MPUMEHEHUA TEXHUYECKUX U
OpPraHM3aLMOHHbIX Mep M CPeACTB 3aLMUThI.

MNog nHpopmaunoHHomn 6esonacHocTbio MAH NOHMMAETCA 3aWMLLEHHOCTD
NepCoHaNbHbIX AaHHbIX M obpabatbiBatowernr nx MHPPACTPyKType OT ANtobbix
CNy4YalHbIX WAM 3/IO0HAMEpPEHHbIX BO3AEWCTBUIA, Pe3y/bTaTOM KOTOPbIX MOMKET
ABUTbCA HaHeceHue yuepba camoi mHPopmauuu, ee Bnagenbuam (cybbekTam
NAH) nan nHdpacTpykType. 3aaadun MHGOPMaLMOHHOM 6e30NacHOCTN CBOAATCA K
MWUHUMM3aLMM yuepba OT BO3MOXKHOW peanunsaumm yrpos 6esonacHoctm MAH, a
TaK¥Ke K MPOrHO3MpPOBaHMIO M NPeaoTBPALLEHUIO TAKMX BO3AENCTBUA.

KoHuenuma CNYXKUT OCHOBOW anA pa3paboTku KOMNAEeKca
OPraHM3auUMOHHbIX M TEXHMYECKMX Mep Mo obecneyeHUto WMHPOPMALMOHHOM
6e3onacHoctn OO0 «Upgenb-Ypan», a Tak¥Ke HOPMATMBHbIX U METOAUYECKUX
AOKYMeHTOB, obecneunBaloWmx ee peanmsaumio, U He npegnosaraetr NoAMeEHbI
bYHKUMI opraHoB Bnactu Poccuiickon ®epepaumnm, oTeevatowmx 3a obecneyenme
6e3o0nacHOCTU MHOOPMALMOHHBIX TEXHOIOTUI U 3aLUTY MHPOPMaLUN.

KoHuenuus agnseTca MeToA010rM4eckoi OCHOBOW ANs:

- hhopMUPOBaHUSI U TIPOBEJICHUS €IUHON MOJUTUKHU B 00JIaCTH 00ECIIeUeHUS
oe3onacuoctu [1JIn B UCITIH OO0 «Unens-Ypany;

- IPUHSATHUS YIIPABJICHUYECKUX PEIICHUN U pa3pabOTKH MPAKTHYECKUX MEP MO
BOILIOIICHUIO TOJMUTUKM Oe3omacHOocTH [IJIH W BBIpAaOOTKM KOMILIEKCA
COTJIAaCOBAHHBIX Mep HOPMaTUBHO-TIPABOBOTO, TEXHOJIOTHYECKOTO u
OpPraHU3alMOHHO-TEXHUYECKOTO0 XapaKTepa, HAMPABICHHBIX Ha BbISIBICHUE,



OTPAXCHUE W JIMKBUIALUIO IMOCJIEACTBAM pEaav3aliy Pas3jdyHbIX BUIIOB YIpo3
IT]1H;

- pa3pabOTKM  TPEJIOKEHUM 10  COBEPIICHCTBOBAHUIO  IPABOBOIO,
HOPMAaTUBHOIO, METOAUYECKOTO,  TEXHUYECKOTO0 U OpraHu3alOHHOI0
ob6ecneuenus 6ezomacHoctH [1/1a 8 UCIT[u T'AY «PAMITully.

Obnactb npumeHeHns KoHuenunu pacnpoctpaHaeTcsa Ha Bce 000 «UNaenb-
Ypan», akcnayatupyrowme TexHU4eckme m nporpammublie cpeactsa UCIMAH, B
KOTOPbIX OCYLLECTBNAETCA aBTOMAaTM3MpPOBaHHaA obpaboTka [[H, a TaKXe Ha
noApasaeneHns,  OCYLLeCTBAAIOWME  COMPOBOXKAEHME, obcnyKuBaHue U
obecnevyeHne HopmanbHOro GpyHKLMOHMpPoBaHMA NCMOH.

MNpaBoBoi 6a3oM pAna pa3paboTKM Hactoswen KoHuenuum cayxat
TpeboBaHMA paencrteylowmx B Poccum  3aKoHopaTeNbHbIX M HOPMATMBHBIX
AOKYMeHTOB no obecneyeHunto 6e30MacHOCTN NepCcoHaNbHbIX gaHHbIX (MAH).



OBILIHE ITOJIOKEHUA

Hactoawaa KoHuenuua onpepensaeT OCHOBHble LeAn U 3aa4vu, a TaKxKe
obulyto CcTpaTernto MNOCTPOEHUA CUCTEMbI 3aWUTbl MNEPCOHANbHbIX AAHHbIX
(C3NnAn) 000 «Upenb-Ypan», B cootBetcTBUM C MNepeuyHem UCMAOH. KoHuenuusa
onpeaenaet oCHOBHble TpeboBaHMA 1 6a3oBble NOAXOAbI K UX peanu3aumn, and
[OCTUXKeHUA Tpebyemoro yposHAa 6e3onacHoCTM MHPOopMaUuK.

C3NAH npeactaBnAeTr cobOM COBOKYMHOCTb OPraHM3aLMOHHbLIX M Tex-
HUYECKMX MeponpuATUN ana 3awmtbl MAH OT HENPaBOMEPHOro WAN C/IY4aMHOTO
AOCTYNAa K HUM, YHUUTOXKEHUA, N3MeHeHnA, 6NOKMPOBaHUA, KONWMPOBAHUA, pac-
npoctpaHeHua MNAH, a TaKXKe MHbIX HENPABOMEPHbIX AEACTBUN C HUMM.

be3onacHOCTb NepCcoHaNbHbIX AAHHbIX AOCTUraeTcA NyTem MUCKAOYEHUA
HEeCaHKLUMOHUPOBAHHOIO, B TOM 4YuUC/Ae CAy4aMHOro, AOCTyna K NepcoHanbHbIM
AAHHbIM, pe3y/bTaTOM KOTOPOro MOXeT CTaTb YHUUYTOMXEHUEe, WU3MeHeHue,
6n0KMpoBaHWE, KOMMPOBaHWE, PACNPOCTPAHEHWE MNEePCOHANbHbIX AaHHbIX, a
TaK¥e MHbIX HECAHKUNMOHNPOBAHHbIX AENCTBUMA.

CTpyKTypa, coctaB n ocHoBHble ¢yHKLMKM C3MNAH onpegenatoTca ncxoaa ms
knacca UCMNAH. C3MAH BKAOYaeT OpraHU3auMOHHble Mepbl U TexXHWYecKue
cpeactsa  3awmTtbl  MHbopmauum (B TOM  uucne  wudpoBasibHble
(KpunTorpaduueckme) cpeAacTBa, cpeacTea npeaoTBpaLLeHunA
HECAaHKUMOHUPOBAHHOIO A0CTyna, YTeYKn UHPOpMauMM NO  TEXHUYECKUM
KaHanam, NporpammHO-TEXHUYECKUX BO3AEUCTBUM HA TexXHUYecKkue cpeactsa
obpabotkm TAH), a Takxke wucnonblyemble B WMHPOPMALMOHHOM CUCTEME
MHGOPMALIMOHHbIE TEXHO/IOTUM.

OCHOBHOM 11€J1bI0, HA JIOCTUKEHHE KOTOPOW HAMPABJIEHBI BCE IMOJIOKEHUS
Hactosimer Koumenuuu — sBsieTCs  3aluMTa  CyOBEKTOB  HMH(POPMAIMOHHBIX
otHomennit OO0 «Maens-Ypan», OT BO3MOKHOTO HAHECEHUSI UM MaTE€pPUAIIbHOTO,
bu3YecKoro, MOPAJIbHOTO WJIM WHOTO YIep0a, MOCPEICTBOM CIyYaiiHOTO WIIH
npeaHaMepeHHoro Bo3aercTBus Ha II/[H, mx HocuTenu, mporecchl 0oOpabOTKU U
nepenayu.

VYkazaHHasi 1eJ1b JOCTUTAETCSl MOCPEACTBOM OOECTIEUEHUSI U MOCTOSHHOTO
MOJIIEpKaHUS clieayromux csoucts [1J1H:

- pocrynHoctd IIJIH jayst  JierajgbHBIX — TOJIB30BaTeNie  (YyCTOWYHBOIO
dbynkunonupoBanusi uHpopmanmonHeix cucreM 000 «Unens-Ypany», mnpu
KOTOPOM TOJIb30BaTeIM MMEIOT BO3MOXXHOCThH MOJIydeHUs HeoOxoaumbix I1/[H u
pPE3YyAbTATOB PELICHUS 3a]1a4 33 MPUEMIIEMOE [ HUX BpeMsl);

~ LEJIOCTHOCTM U ayTEHTUYHOCTU (moaTBepkiaeHus aTopctBa) IIJ[H,
XpaHUMBIX W OOpabaTeiBaeMbix B uHGpopmamnuonnoi cucreme OO0 «Unensb-
Ypam», 1 nepenaBaemMon 1o KaHajaaMm CBA3H;

~ KOH(MIIEHIIMANIBHOCTH - COXpaHEeHUsI B TaliHe omnpeneiaeHHon yactu [1/1H,
XPaHUMBIX, 00pabaThIBaeMbIX U MEepeaBaeMbIX 110 KaHaJlaM CBS3H.



Heo6xoaumpIii YPOBEHD JOCTYITHOCTH, LIEJIOCTHOCTH u
koH(puneHmmansHocTH [1/lH, oOecrmeunBaeTcsi COOTBETCTBYIOIIUMH MHOXKECTBY
3HAQYMMBIX YTPO3 METOJIAMU U CPEACTBAMH.

OpraHM3aunoHHbIE Mepbl NpPeaycMaTpUBalOT Co34aHue M noadeprkaHue
npaBoBoi 6as3bl 6e3onacHoctu MAH M pa3paboTKy (BBeaeHWe B AeNCTBUE)
npeaycmMoTpeHHbix KoHuenuuen wuHPopmaumoHHon 6esonacHoctn WCMHAH
cnefyrowmx OpraHM3aLMOHHO-PaAcNopPAANTENbHbIX OKYMEHTOB:

— npukazos 000 «Naenb-Ypan», ycTtaHaBAMBaKOLWMX NpaBuaa o6paboTku
M 3aWmTbl UHPOPMaunK, cogepawen MNAH;

— MpaBWU PAcCMOTPEHMs 3anpPOoCOB CyOBHEKTOB MEPCOHaNbHbIX AAHHbIX
nnn nx npeactasutenen B 000 «Upgenb-Ypan»;

— npaBuA  oOpraHusauMm W nposegeHnn pabotr no obecnevyeHuto
6e30MacHOCTM NEePCOHaANbHbIX AaHHbIX NPU UX 06paboTke B MHPOPMALMOHHbIX
cuctemax 000 «Upenb-Ypany»;

— nMNpaBUA  OCYLLECTBNIEHWA  BHYTPEHHEro KOHTPOAS  COOTBETCTBUA
06paboTKM nNepcoHanbHbIX AaHHbIX TPeboBaHMAM K 3aliUTe NepPCOHaNbHbIX
AaHHbIX B 000 «Maoenb-Ypan»;

— npaBua 06paboTKM NnepcoHanbHbIX gaHHbIX B 000 «Maenb-Ypany»;

— TMepeYHs NEepCOHAJIBHBIX HaHHBIX, oOpabarbiBaeMbix B OO0 «Muemnb-
Ypam»;

— mnepeuns uHGopMmanuoHHbIX cucteM OO0 «nens-Ypam

— mnepeuHs gospkHocTed coTpyaHukoB OOO «Mnenb-Ypamy, 3aMenieHue
KOTOPBIX TPEIYCMATPHBAET OCYIISCTBICHHE OOPaOOTKH NMEPCOHAIBHBIX JTaHHBIX
00 OCYIIECTBIICHHE IOCTYIIA K ICPCOHAIBHBIM JIAHHBIM;

— OKYpHaJOB, AaKTOB, HWHCTPYKIHMH HEOOXOAUMBIX [JIsi oOecrnedeHus
BBITIOJTHEHUS TpeOoBaHUN 3akoHOMaTeNbcTBAa Poccuiickoit denepanu B 00jacTu
3alUTHl HHPOPMAITUH.

TexHuyeckme mepbl 3aWMTbl PEaAN3YIOTCA NPU MOMOLLM COOTBETCTBYHOLLLUX
NPOrpamMMHO-TEXHUYECKUX CPEACTB U METOA0B 3aLLUTI.



3AJAYU C3MIn

OcHoBHoM uenbto C3MAH saBAAeTCA MUHUMU3ALMA yulepba OT BO3MOXKHOM
peannsauum yrpo3 6esonacHoctu MNAH.

Ona pNOCTUXKEHMA OCHOBHOW uUenn cuctema besonacHoctn MAH UCNAOH
[0MKHa obecneunsatb 3G PeKTMBHOE peLleHme ceayroLnx 3a4au:

- 3alIUTy OT BMemarenbcTBa B mporecc ¢yHkuuonupoBanuss MCIIIn
MOCTOPOHHUX JUI (BO3MOXKHOCTh Hcmoib30BaHust AC U JIOCTYIl K €€ pecypcam
JIOJDKHBI  MMETh  TOJIBKO  3apETMCTPUPOBAHHBIC  YCTAHOBJICHHBIM  IOPSIKOM
MI0JIb30BATEIIN ),

- pa3rpaHUYE€HUE JIOCTyNa  3apPErUCTPUPOBAHHBIX  IOJB30BATENEH K
anmapaTHbIM, MpPOrpaMMHBIM W MHpopManvoHHbIM  pecypcam  UCIIIn
(BO3MOXKHOCTh JIOCTyHa TOJIbBKO K TE€M pecypcaM U BBIINOJIHEHHUSI TOJBKO TEX
ornepauuii ¢ HUMH, KOTOpble HEOOXOAMMBbI KOHKpETHBIM mosb3oBaTesnsiM UCIIx
JUISL BBITIOJIHEHUS CBOMX CIY>KEOHBIX OO0S3aHHOCTEH), TO €CTh 3allUTy OT
HECAHKIIMOHUPOBAHHOTO IOCTYIA!

a) k uadopmaruu, upkynupyromieit B UCIT/IH;

0) cpeacTBam BerunciauTenbHor TexHUuku UCIH;

B) alrmapaTHbIM, TPOTPAMMHBIM M  KPUITOrpadUUEeCKUM  CpeACTBaM
3auThl, ucnojbdyeMbiM B UCIT/IH;

- KOHTPOJIb 1IEJIOCTHOCTHU (0OecreueHrne HEeM3MEHHOCTH) CPEJIbl NCTIOTHEHUS
IIPOTPAaMM M €€ BOCCTAHOBJICHHUE B CIIy4ae HapyIICHUS;

- 3alUTY OT HECAHKIMOHUPOBAHHOW MOAUGUKAIMA U  KOHTPOJb
1enocTHOCTH ucnonb3yeMbix B MCIIJIH nporpaMMHBIX CPEACTB, & TAKXKE 3AILIUTY
CUCTEMBbI OT BHEJIPEHUS HECAHKIITMOHUPOBAHHBIX MPOTPAMM;

- 3anuTy [IJ[H OT yTeuku Mo TEeXHUYECKUM KaHajlaM NpU ee 00paboTke,
XpaHECHUU U Mepeade no KaHajaaM CBS3H;

- 3amuty [1JIH, xpaHnumoii, 0OpadaTeiBaeMOil U TiepeaBaeMoi Mo KaHajiam
CBSI31, OT HECAHKI[MOHUPOBAHHOIO PA3TJallICHUs WJIM UCKAKEHUS;

- o0ecreyeHnue KUBYYECTH  KpUNTOTpadUUECKUX  CPEACTB  3alllUThI
uH(OpMAIUU TIPU KOMIIPOMETAITUN YaCTH KITFOYEBON CHCTEMBI;

- CBOCBPEMEHHOE BBISIBIECHWE MCTOYHUKOB yrpo3 OeszomacHoctu [1/1H,
NPUYUH U YCIIOBUM, CIMOCOOCTBYIONIMX HaHECeHHIO ymiepba cyobextam [1/1H,
CO3JaHle MEXaHW3Ma ONEPATUBHOTO pearupoBaHus Ha yrpo3bl OezonacHoct [1/1H
Y HETaTHUBHbBIC TCHICHITUY;

- CO3/IaHUE YCIOBHMM JUIi MHHUMM3AIMA M JIOKaJu3allul HAHOCHUMOTO
yiiepba HEmpaBOMEPHBIMU JIEUCTBUAMHM (U3WYECKUX U IOPUIWYECKUX JIMII,
OCJIa0JIEHUE HETaTUBHOTO BJIMSHUS W JIMKBUAAIMSA TOCIEICTBUN HapyIICHUS
oe3onacuoctu [1JIH.



OBBEKTDBI 3AHIUTBI
Ilepeyenb HHGPOPMALMOHHBIX CHCTEM

B 000 «Upenb-Ypan» nponssoantca o6paboTka nepcoHanbHbIX AAHHbIX B
MHPOPMALIMOHHbIX cucTemax 06paboTKK NepcoHanbHbIX gaHHbIX (MCMAHR).
MNepeyenb UCMNOH npuBeaeH B NaKeTe AOKYMEHTOB no 3awuTe MNAH.

IlepeyeHb 00bEKTOB 3aIIUTHI

Ob6beKkTamm 3aWnTbl ABAAOTCA — MHPopMaums, obpabatbiBaemas B NCIAH,
M TEXHUYECKMe cpeactBa ee 06paboTkn un 3awmTbl. lNepeyeHb NepPCOHANbHbBIX
AaHHbIX, MoAseKawme 3awnuTe, onpegeneH B lepeyHe NepcoHaNbHbIX AAHHbIX,
obpabatbiBaembix B 000 «Naenb-Ypan».

O6beKTbl 3aLLMTbI BKAKOYAOT:

1) O6pabaTbiBacMast HHGOPMAIIHS.

2) TexHonoruueckas HHGOpMAIIU.

3) [IporpaMMHO-TEXHUYECKHE CPECTBA OOPAOOTKH.

4) CpenctBa 3ammthl [1/]H.

5) Kanainsl nH()OPMAIMOHHOTO 00MEHA U TeJICKOMMYHHUKAIIHH.

6) OOBEKTHI M IOMENICHUS, B KOTOPBIX pa3menieHbl kommoHeHTsl CTT/IH.



KJACCU®UKALMS TMTOJb30BATEJEN UCTIIn

NMonb3oBaTtenem ncnax ABNAETCA avuo, y4yacTsytouiee B
bYHKUMOHMPOBAHUM MHOOPMALMOHHOM CUCTEMbI NEPCOHaNbHbIX OAHHbIX WU
ncnonb3yowee pesynbtatel ee PyHKuMoHupoBaHuA. lonb3osatenem WCMOH
asnsetca nobon cotpygHuk OO0 «Uaenb-Ypan», umerowmninn goctyn K UCNAH m
ee pecypcam B COOTBETCTBMMU C YCTAaHOB/IEHHbIM NOPAAKOM, B COOTBETCTBUM C €ro
bYHKUMOHANbHBIMKN 06A3aHHOCTAMM.

Monb3osaTtenn NCTAH aenatca Ha ABe OCHOBHbIE KaTeropuu:

1) Anmunuctparop HWCII/H. :
KOTOPBIM 3aHUMAETCs HACTPOWKOM, BHEIPEHHEM U COIMPOBOXKICHUEM CHUCTEMBI.
Anmvunuctpatop UCIIJIH o6nanaer ciaenyomuM YpOBHEM JIOCTYTIA:

- o0namaer moiHOM uWHGOpPMAIMEl O CUCTEMHOM U TPHUKIATHOM
nporpammaom obecrieueHuu UCIIx;

- o0namaer moNHOM uWHGOpMAIMell O TEXHMYECKHX CpeAcTBax U
koHpurypanuu UCIIH;

- UIMEET JOCTYI KO BCEM TEXHUYECKHUM Cpe/icTBaM 00pabOTKH MH(pOpMauu
u nanabiM UCTTH;

- o0sajaeT mpaBaMu KOH(DUTYPUPOBAHUS U aIMUHUCTPATUBHON HACTPONKU
texHnueckux cpencts UCIIH.

2) Onepatop MWCII[n. CoTpyAHHKH TOCYIapCTBEHHOTO aBTOHOMHOI'O
yupexenuss OpeHOyprckoid obnactu «PernoHanbHOE areHTCTBO MOJIOJIEKHBIX
IporpaMM M TPOEKTOB», ydacTBywIlue B mnpouecce skcruryarauuun HMCIIIH.
Omnepatop UCII/In obnagaeT crieayronmm ypoBHEM JOCTyNA:

- o0jajaer BCEMU HEOOXOIUMBIMH aTpuOyTamu (Hampumep, Maposem),
00eCIeYnBaOIIMMH TIOCTYIT K HEKOTOpOMY moaAMHOKecTBY [1/1H;

- pacrionaraet KOH()pHUICHIIMATbHBIMU JAHHBIMU, K KOTOPBIM UMEET JOCTYII.

KaTteropun nonb3oBaTtenen A0MKHbI ObiTb onpegeneHbl ANA  Kaxaown
ncnam.




OCHOBHBIE ITPUHIMIIBI HOCTPOEHUSI CACTEMbI
KOMIVIEKCHOHU 3AHIUTHBI UHOOPMAIINU

MNoctpoeHne cuctembl obecneyeHms 6esonacHoctn MAH UCNAH OO0
«Npenb-Ypan» un ee OYHKUMOHUPOBAHME [OJ/IKHbl  OCYLLECTBAATLCA B
COOTBETCTBUU CO C/IeAYOWMMMN OCHOBHbIMU MPUHLUNAMMU:

- 3aKOHHOCTD;

CHCTEMHOCTb;

- KOMILJIEKCHOCTD;

- HETIPEPBIBHOCTD;

- CBOCBPEMEHHOCTb;

- IPECMCTBCHHOCTDb N HCIIPCPBIBHOCTH COBCPIICHCTBOBAHUS
- IICPCOHAJIbHAsI OTBCTCTBCHHOCTD,

- MUHUMU3aAus HOJ'IHOMO‘—IHIZ;

- B3aUMOJICMCTBUE U COTPYAHUYECTBO;

- FI/I6KOCTB CHCTCMBI 3allIUThI,

- OTKPBITOCTh AJITOPUTMOB U MEXaHU3MOB 3aIIIUTHI,

- IPOCTOTA MPUMEHEHUS CPEJICTB 3alTUTHI;

- Hay4YHas 000CHOBAaHHOCTh U TEXHUYECKAs PEaTM3yeMOCTb;
crienraIn3anys 1 npodecCuoHaIn3M;

00513aTEIHLHOCTh KOHTPOJISL.

3aKOHHOCTH

MpeanonaraetT ocywecTBAeHUE 3aLMUTHbIX MEPONpUATUIA U pa3paboTKy
C3n4H OO0 «Upenb-Ypan» B COOTBETCTBUMU C AENCTBYHOLWMM 3aKOHOAATE/IbCTBOM
Poccuiickon depepaummn B obnactu 3awmnTel NMAH 1 APYrMX HOPMATUBHbBIX aKTOB
no 6e3onacHoCTM WHPOPMALUK, YTBEPKAEHHbIX OpraHamMu rocyAapCTBEHHOM
B/1aCTU M yNpaBAeHUA B Npeaenax nx KomneTeHumu.

NMonb3oBaTenu 7 obcnyxumBatowmin nepcoHan nAxH NCnax
rocyAapcTBEHHOro  aBTOHOMHOro  yuypexkgeHua  OpeHOyprckon  obnactu
«PernoHanbHoOe areHTCTBO MONOAEKHbIX MPOrPaMM U NMPOEKTOBY» A0JIKHbI ObITb
ocBeAOMEeHbl O nopaake paboTtbl ¢ 3awuuiaemon wHPopmaumen u 06
OTBETCTBEHHOCTU 3a 3awuTbl MAH.

CHCTEeMHOCTH

CuctemHbin  nogxon K noctpoeHmtio C3MAH 000 «UNaenb-Ypan»
npeanonaraeT y4eT BCEX B3aMMOCBSI3aHHbIX, B3aMMOAENCTBYHOWUX U
M3MEHSIIOWMXCA BO BPEMEHM 3/IEMEHTOB, YC/I0BUM U ($aAKTOPOB, CYLLECTBEHHO
3HAYUMBbIX ANA NOHMMaHUA U peweHns npobnaembl obecnevyeHna 6es3onacHOCTU
naH UCnan 000 «Npenb-Ypan».

Mpn co3pgaHMM cUCTEMbI 3alKUTbl AO/KHbl Y4YMTbIBATbCA BCe Cniabble wm
Haunbonee yaA3BUMbIE MecTa cucTteMbl 06paboTkm TMOH, a TaKke XapakTep,
BO3MOKHble 0O6bEKTbI U HaNPaB/AEHMS aTaK Ha CUCTEMY CO CTOPOHbI HapyLiuTenemn



(ocobeHHo BbICOKOKBAaNMPULMPOBAHHbIX 3/10YyMbILINIEHHUKOB), nyTm
NPOHUKHOBEHMA B pacnpegeneHHole cuctembl U HCA K nHpopmaummn. Cucrema
3alUMTbl AONXKHA CTPOUTLCA C YYETOM He TOJIbKO BCeX W3BECTHbIX KaHanos
NPOHMKHOBEHUA U HCA K MHGOpMaLMK, HO U C yHETOM BO3MOXKHOCTU NOABIEHUA
NPUHLMNMANBHO HOBbIX NyTeN peanunsaumm yrpos 6esonacHocTH.

KoMmiekcHocTh

KomnnekcHoe ncnonb3oBaHMe METOA0B M CPeacTB 3aluTbl npegnonaraet
COr/lacoOBaHHOE NPMMEHEHME PA3HOPOAHbIX CPEeACTB NPU MNOCTPOEHMN LLEIOCTHOM
CUCTEMbI 3alLMTbl, NepeKkpbiBaloWel BCe CyLLeCTBEHHble (3HAaYMMble) KaHanbl
peanus3aumm yrpos U He cogeprkalien cnabblx MecT Ha CTblKax OTAE/NbHbIX ee
KOMMOHEHTOB.

3awmTa A0NKHA CTPOUTBLCA 3LENOHMPOBAHO. N5 KaXKAoro KaHana yTeyku
nHpopmaumm M ONA Kaxkaon yrposbl 6e30MacCHOCTU AO/IKHO CYyLLEeCcTBOBATb
HECKONbKO 3aLMTHbIX pybexkelt. Co3aaHune 3alnTHbIX pyberken ocylecTBaseTca ¢
y4yeTom TOro, 4tobbl AN MX NpeoaoneHMa NOTEeHUMANbHOMY 3/10YMblUNEHHUKY
TpeboBanncb npodeccrmoHanbHbie HaBblKM B HECKOJIbKUX HEB3aMMOCBA3AHHbIX
obnacrax.

BHewHAs 3awmTa AomkHa obecneumBaTbca GU3MYECKMMWU CPeacTBamMMU,
OpraHM3auMOHHbIMU U NPABOBbIMK Mepamu. OgHUM 13 Hambonee yKpenaeHHbIX
pybexxein  npu3BaHbl  ObITb  cpeacTtBa  KpunTorpapumyeckom  3alluTbl,
peann3oBaHHble C Mcnosb3oBaHuem TexHonormn VPN. lMpuknagHon ypoBeHb
3alWMTbl, Y4YMTbIBAlOWMN OCOBEHHOCTM npeameTHOM obnactn, npepcraBnset
BHYTPEHHUI pyberK 3awmThbl.

HenpepsiBHOCTD 3amuThl I1/1H

3awmTa MNOH — He pa3oBoe MeponpuUATME U He MNPOCTasa COBOKYMHOCTb
NpoBeAEHHbIX MEPONPUATUIA N YCTAHOB/IEHHbIX CPEACTB 3aLMUTbI, 3 HEMPEPbIBHbIN
LueneHanpaBaeHHbIM Npouecc, npeanonaratowmin NPUHATUE COOTBETCTBYHOLLMX
Mep Ha BCeX 3Tanax *mn3HeHHoro unkna NCIAH.

UCNOH AOoMKHbI HAXOAUTLCA B 3aLUMLLEHHOM COCTOAHUWU HA MPOTAXKEHUMU
BCEro BPEMEHU UX PYHKUMOHMPOBAHMA. B COOTBETCTBMM C 3TUM MPUHLMMIOM
OOMKHbI  MPUHMMATBCA  Mepbl NO  HegonyweHuto nepexoga WCMAOH 8
He3alWwMLWeHHoe COCToAHMe.

BonbWMHCTBY $U3MYECKMX U TEXHUYECKUX CpeacTB 3awuTbl  AaA
30PEeKTMBHOIO BbIMONHEHUA CBOMX GYHKUMA  HeobxogMma MOCTOAHHASA
TeXHU4YecKan 7 OpraHn3auMoHHaA (agMUHUCTPaTUBHAA) nopaepKa
(cBOeBpemeHHana cmeHa M obecneyeHMe NPaBUAbHOIO XPaHEHMA U NMPUMEHEHMUA
UMeH, Naponen, Knyein wnuppoBaHua, nepeonpegeneHme NOJIHOMOYMNA U T.0.).
MepepbiBbl B paboTe cCcpeactB  3aWMTbl  MOryT OblTb  MCNOJIb30BaHbI
3/1I0YMbILWNEHHUKAMM ONA aHANN3a NPUMEHAEMbIX MeTO40B U CPpeacTB 3aLLUThI,
ONA BHeAPeHUA crneymanbHbIX NPOrpaMmMHbIX M anNapaTHbIX «3aKNagoK» N Apyrux



cpeacts  MpeofoneHuMAa  CUCTeMbl  3alWKUTbl  MOC/Ae  BOCCTAaHOBAEHMA  ee
bYHKUMOHMPOBaAHUA.

CBOeBpeMEHHOCThH

MNpeanonaraeTt ynpexaarowmn xapaktep mep obecneyeHmns 6esonacHocTH
NAH, TO ecTb NOCTAaHOBKY 33434 No KomniekcHon 3awmuTte NCMNAH 1 peannsaumio
mep obecneyeHus 6esonacHocT MOH Ha paHHUX cTaausax paspaboTku UCMNAOH B
LLEe/IOM U ee CUCTEMbI 3aLLUTbl NHOOPMALIMK, B HAaCTHOCTM.

Pa3paboTka cucTembl 3aWMTbl AO/XKHA BECTUCb NapannesbHO ¢
pa3paboTKOM M Pa3BUTUEM CaMOW 3aLLULLAEMON CUCTEMbBI. ITO NO3BOJIUT YYecTb
TpeboBaHUA 6e30MNacHOCTM NpPU MPOEKTUPOBAHUN APXUTEKTYPbI U, B KOHEYHOM
cyete, co3gatb bosiee adpdekTMBHbIE (KaK NO 3aTpaTaM pecypcos, TakK W Mo
CTOMKOCTHN) 3alMLLEHHbIE CUCTEMDI.

HpeeMCTBeHHOCTb U COBCPIICHCTBOBAHUE

MpeanonaratoT NOCTOAHHOE COBEPLUEHCTBOBAHWE MeEP M CPeACTB 3aMUTbl
MHPOPMALMM HA OCHOBE MPEEMCTBEHHOCTU OPraHM3aUMOHHbLIX U TEXHUYECKUX
peWeHNN, KaapoBOro cocTaBa, aHanuM3a O yHKUMOHMpoBaHuMa WCMAOH u ee
CUCTeMbl 3aWMUTbl C Y4€TOM WM3MEHEHMA B METOAAax M CpPeacTBax nepexsaTa
MHPOPMALMKM, HOPMATUBHbIX  TpeboBaHMA MO  3awWumTe, [AOCTUTHYTOrO
OTeYeCTBEHHOro 1 3apybeXKHOro onbiTa B 3TOM 061acTu.

HepCOHaJI]:HaH OTBETCTBCHHOCTD

MpeanonaraetT  BO3/0XEHME  OTBETCTBEHHOCTM 33  obecnevyeHue
6e3onacHoctM MAOH M cuctembl MX 06PabOTKM HA KaxKAOro COTPYAHWKA B
npeaenax ero NOIHOMoO4YMn. B COOTBETCTBMM C 3TUM MPUHLMNOM pacnpeaeneHme
npaB M 06s3aHHOCTEN COTPYAHUKOB CTPOUTCA TaKMM obpa3om, 4Tobbl B cnyyae
Moboro HapylieHua Kpyr BMHOBHMKOB Oblll YETKO WM3BECTEH WAW CBeAEeH K
MUHUMYMY.

HpuHUMN MUHUMH3AIUA TTOJTHOMOYMNA

O3HavaeT npefocTaB/ieHNe No/b30BaTENAM MUHUMAJIbHbIX NPaB 4OCTyNa B
COOTBETCTBUM C MNPOU3BOACTBEHHOM HEOHXOAMMOCTbIO, Ha OCHOBE MNPMHUMMA
«BCe, YTO He pa3peLleHo, 3arnpeLLeHo».

[octyn K NAH AonxeH NpeaocTaBAATbLCA TONbKO B TOM C/lydyae M obbeme,
€CcAnM 3TO0 HeobxoaMMO COTPYAHWKY ANA  BbINONHEHUA €ro  AO/KHOCTHbIX
06A3aHHOCTEN.

B3aunmonaeucreue ¥ COTPYAHUYECTBO

MNpeanonaraetr co3gaHue OnaronpuATHOM atmocdepbl B KOANEKTUBAX,
obecneumBatowmnx aestenbHoctb UCMAH OO0 «Upenb-Ypan», ANAa CHUMNKEHUA
BEPOATHOCTM BO3HMKHOBEHMA HEraTUBHbIX AENCTBMIN CBA3AHHbIX C YE/IOBEYECKMM
daKkTopoMm.



B Takoi o06cCTaHOBKe COTPYAHWMKM [O/KHbI OCO3HAaHHO cobntoaatb
YyCTaHOB/NIEHHbIE MNpaBuMAa WU  OKas3blBaTb COAENCTBME B  AeATe/IbHOCTU
noapasaeneHnuin TeXHUYECKOM 3almnTbl UHGOPMaLUMK.

I'mOkocThb cucreMbl 3amuThl 1110

MpuHATbIE Mepbl M YCTAHOBJ/IEHHblE CpeAacTBa 3awWuTbl, 0CObeHHO B
Haya/bHbIM NepMoa, UX SKCNayaTaumm, moryt obecrneynBaTb Kak Ype3smepHbIn, TaK
M HepoCTaTOYHbIM  ypoOBeHb 3awmTbl. [na obecneyeHMAa BO3MOXKHOCTM
BapbMpPOBaHMA YPOBHEM 3aLLMLLEHHOCTU, CPeACTBa 3alLMTbl AOMKHbI 06n1agaTh
onpeaeneHHon rmbkocTbto. OCOBEHHO BaXHbIM 3TO CBOMCTBO ABAAETCA B Tex
CAy4asnx, Korga yCTaHOBKY CpeacTB 3aluTbl HEOOXOAMMO OCyLLeCTBAATb Ha
paboTalolwyo  cucTtemy, He  Hapywaa npouecca ee  HOPMaJibHOro
bYHKUMOHMPOBAHUA.

OTKpLITOCTl) AJITOPUTMOB 1 MEXAaHU3MOB 3allIMThI

CyTb NPUHLUMNA OTKPbLITOCTM aNATOPUTMOB M MEXAaHM3MOB 3aLLUTbI COCTOUT B
TOM, 4YTO 3aWMTa He [0/KHa obecneunmBaTbCA TOJIbKO 33 CYET CEeKPEeTHOCTU
CTPYKTYPHOW OpraHusauum m anroputmos ¢GyHKLUMOHUPOBAHUA ee NOACUCTEM.
3HaHWe anropMTMOB PaboTbl CUCTEMbI 3aLUTbI HE AO/IKHO AaBaTb BO3MOMXKHOCTH
ee npeogoneHun (gaxe aBtropam). OgHaKo, 3TO He 03HAYaeT, YTO MHPOopMaUUA O
KOHKPETHOM cucteme 3aLLnTbl A0JIKHA 6bITb 06LLEeA0CTYNHA.

IIpocToTa NnpuMeHeHUsI CPEACTB 3AIUUThHI

MexaHu3Mbl 3aWMTbl AO/IKHbl ObiTb MHTYMTUBHO MOHATHbI M MPOCTbl B
MCNONb30BaHMN. pUMeHeHMe cpeacTB 3alMUTbl HE AOMKHO ObiTb CBA3AHO CO
3HAHMEM CheumanbHbiX A3bIKOB MW C BbIMNOJIHEHWMEM AOENCTBUMIA, Tpebytowmx
3HAQUMTE/IbHbIX  AOMONHUTE/IbHbIX  TpyAo3aTpaT npu  0b6blyHOM  paboTe
3apPEerncTPMpPOBaHHbIX YCTAHOBAEHHbIM MOPAAKOM MOJIb30BATENEMN, @ TaKKe He
OONKHO TpeboBaTb OT NO/Ib30BATENA BbIMOJAHEHNA PYTUHHbBIX MA/JIONOHATHbLIX EMY
onepauui (BBoA HECKONbKUX NAapOsie U UMEH U T.4,.).

[onKHa [0CTUraTbCA aBTOMATM3ALMA MAKCMMANBHOIMO 4Mcna LenCTBUM
nonb3oBaTenen n agmmuuctpatopos UCMAH.

Haquaﬂ 000CHOBAHHOCTb M TEXHHYECKAS peaIn3yemMocCTb

NHPOPMaLIMOHHbIE TEXHONOTUN, TEXHUYECKME U MPOrPaMMHbIe CPeacTBa,
cpeactBa M Mepbl 3aWnUTbl MHPOPMAUMKM AONXKHbI OblTb peann3oBaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTMA HAYKMU U TEXHUKKU, HAYYHO 0OOCHOBAHbI C TOYKM
3peHUNsA AOCTUMKEHMA 3a[4aHHOro ypoBHS 6e30nacHOCTM MHPOPMaLUKM N AONXKHbI
COOTBETCTBOBATb YCTAHOB/IEHHbIM HOpMam M TpeboBaHMAM No He3onacHOCTH
nAax.

C3MNAH AonxHa H6bITb OPMEHTUPOBAHA Ha PELLEHUA, BO3MOXKHbIE PUCKU ANA
KOTOPbIX W Mepbl MPOTUBOAENUCTBMA 3TUM PUCKAM MNPOLWAM BCECTOPOHHIO
TeopeTUYeCKYo 1 NPAaKTUYECKYHO NPOBEPKY.



Cnenuanu3anus 1 npogeccuoHaIN3M

Mpegnonaraet npueneyeHMe K pa3paboTke cpeacTB U peanusaumm mep
3aWmMTbl  MHPOPMALMM  CNEUMANU3MPOBAHHbIX  OpraHusaumii, Hambonee
NOArOTOBNEHHbIX K KOHKPETHOMY BMAY [AeATenbHOCTM no obecnevyeHuto
6e3onacHocTn MAH, MerLWmMX OnbiT NPAaKTUYECKON PaboTbl N rocyaapCTBEHHYIO
NIMUEH3NI0 Ha MNpPaBO OKasaHuMA ycayr B 3ToM  obnactn. Peanusaums
AAMMHUCTPATUBHbLIX Mep M 3KCNAyaTauma  CpencTB  3aluMTbl  AOJIKHA
OCYLLECTBNATLCA NPOPECCMOHANbHO MNOArOTOBAEHHbIMKU cneunannctamm 000
«Npenb-Ypan».

0053aTeILHOCTH KOHTPOJIA

MNpeanonaraer 0653aTeNbHOCTb M CBOEBPEMEHHOCTb  BbIIBNEHUS U
npece4yeHna MONbITOK HapyWeHUA YCTaHOB/AEHHbIX MpaBua obecnevyeHun
6e3onacHoctn [[H Ha OCHOBE MCMONb3YEMbIX CUCTEM W CPEACTB 3aWMThbl
nHPopmaumMm nNpu  COBEPLUEHCTBOBAHUM KPUTEPUEB U METOAOB OLLEHKM
30 PEKTUBHOCTU 3TUX CUCTEM U CPEACTB.

KoHTponb 3a AeAaTenbHOCTbiO NH0OOro nosb3oBaTenNd, KaxKAoro cpescTBa
3alNTbl MU B OTHOLWEHUM Nt0O6Oro 06beKTa 3aWMTbl AO/IKEH OCYLLECTBAATLCA Ha
OCHOBE NPMMEHEHMA CPeACTB ONEPATUBHOIO KOHTPONA U PETMCTPALMN U AONKEH
OXBaTbiBaTb KaK HECAaHKUMOHWPOBAHHbIE, TaK U CaHKUMOHWPOBAHHbIE AENCTBUSA
nosb3oBaTenen.



MEPBI, METO/JAbI U CPEACTBA OBECIIEYEHUA TPEBYEMOI'O
YPOBHS SAINMIMEHHOCTHU

ObecneyeHne  Tpebyemoro  ypoBHA  3aALUULLEHHOCTU  AOKHOCTU
AOCTUraTbCA C UCMONb30BaHMEM Mep, MeToA0B U cpeacTB HGesonacHocTu. Bce
Mepbl obecneveHunsa 6e3onacHocTn UCMAH noapasaenaoTcs Ha:

- 3aKOHOATCIIbHBIC (TIPABOBHIC);

- MOPaJbHO-3THYECKHC;

- OpraHu3aluoOHHbIC (A AMUHUCTPATUBHBIC);

- pusnyeckue;

- TEXHUYECKHE (anmnapaTHbie U MPOrpaMMHEIE).

MepeyeHb BblIbpaHHbIX Mep obecneyeHnAa 6e30MaCHOCTM OTpaXKaeTca B
MnaHe meponpuATUIN NO obecneyeHnto 3aLMTbl NEPCOHANbHbIX AaHHbIX.

3akoHogaTebHBbIE (IPABOBbIE) MEPbI 3aIIIUTHI

K npaBoBbIM Mepam 3aWuTbl OTHOCATCA AEWUCTBYIOLLME B CTPAHE 3aKOHbI,
YKasbl U1 HOPMATUBHbIE aKTbl, PErNaMeHTUpyowme npasmaa obpaweHua ¢ NAH,
3aKkpenaswolwme npaBa U 00A3aHHOCTUM  YYACTHUKOB  MHPOPMALMOHHbIX
OTHOWeEHM B npouecce ee 06pPabOTKM M MCNONb30BAHMA, a TaKXKe
yCTaHaB/MBalOWMe OTBETCTBEHHOCTb 33 HapyLeHMA 3TUX MpPaBu/, NPenATcTByA
TEM CaMblM HenpaBOMEPHOMY Mucnonb3oBaHuo [MOH w  ABasAoWMecs
caepKusarownm GakTopom Ans NoTeHUMaNbHbIX HapyLUTeNen.

MpaBoBble Mepbl 3aWMUTbl HOCAT B  OCHOBHOM  YMNPEXAAoLWmNn,
NPOodPUNAKTUUYECKUI XapaKTep 1 TPebyT NOCTOAHHOW Pa3bACHUTEIbHOM PaboTbl C
No/Ib30BaTENSAMU N 06C/YKUBAKOLLMM NEPCOHAIOM CUCTEMBI.

MOpaJIbHO-:)TI/I'-IeCKI/Ie MEpPbI 3allIUThI

K MoOpanbHO-3TUYECKMM Mepam OTHOCATCA HOPMbl NMOBeAEHMUA, KOTopble
TPAAULMNOHHO CNOXWUANCD UM CKNAAbIBAOTCA MO Mepe pacnpocTpaHeHua OBM B
CTpaHe wan obuwectBe. 3TM  HOpMbl Oonblier 4YacTblo He ABAAKTCA
06A3aTeNbHbIMM, KaK 3aKOHOAATENbHO YTBEP)KAEHHbIE HOPMATMBHbLIE aKThI,
OAHaKo, MX HecobntogeHne sedeT 0ObIYMHO K NAAEHUIO aBTOPUTETA, MPECTUKA
yenoBeKa, rpynnbl UL, UKW OpraHM3aunm. MopaibHO-3TUYECKME HOPMbI ObiBatoT
KaK HenucaHble (Hanpumep, obwenpmnsHaHHble HOPMbl YECTHOCTM, NAaTPUOTU3IMA
M T.N.), TaK U NUCaHble, TO ecTb 0pOpPMIEHHbIE B HEKOTOPbLIN CBOA (YCTaB) NpaBuA
AN NpegnucaHni.

MopanbHO-3TUYECKME Mepbl 3aWUTbl ABAAIOTCA MNPOPUNAKTUYECKUMU U
TpebytT NOCTOAHHOM PaboTbl MO CO34aHMI0 340P0BOI0 MOPA/ZIbHOIO KAMMaTa B
KONNeKTUBax noapasgeneHnint. MopanbHO-3TUYECKME Mepbl 3aLLUTbl CHUXKAKOT
BEPOATHOCTb BO3HMKHOBEHUA HEraTUBHbIX AENCTBUIA CBA3AHHbIX C YE/I0BEYECKUM
dakTopom.



OpranuzannoHHble (AAMUHUCTPATHBHBbIE) MEPbI 3AIIUTHI

OpraHM3aumoHHble (aAMWHUCTPATMBHbIE) Mepbl 3alUTbl - 3TO  Mepbl
OpPraHM3aLMOHHOro XapakTepa, pernameHTupytomne npoueccol
¢yHKUMoHuposanma UCMNAOH, ucnonb3oBaHmne pecypcos WCIMOH, aeATenbHOCTb
obcnyxumBatowero nepcoHasna, a TaKXKe  NOPAAOK  B3aMMOAENCTBUA
nonb3oBatenen ¢ UCMNAH Takum obpa3om, 4Ttobbl B Hambosbluen cTeneHwu
3aTPYAHUTb UM UCKAIOUYNTb BO3MOXKHOCTb peasinsaummn yrpo3 6esonacHocTn uam
CHM3UTb Pa3Mep NOTEPb B C/Ty4ae UX pPeasn3aumm.

[naBHaA ueNb aAMWHUCTPATUBHBLIX Mep, NpPeAnpPUHUMAEMBIX Ha BbICLIEM
ynpaB/iieHYeCKoM ypoBHe — chopmupoBaTb [1OAUTUKY UHPOPMALMOHHOM
6esonacHoctn [AH (oTpakatowlyto noaxoAapl K 3awmte MUHPopmauum) u
obecneuyntb ee BbINONHEHWE, BblAENAA HEODOXOAUMbIE PECYPCbl U KOHTPOINPYA
COCTOAHME aen.

Peanuzaumna Monnutmkm uHpopmaumoHHon b6esonacHoctn MNAH B UCMAOH
COCTOAT M3 Mep aAAMUHUCTPATUMBHOIO  YPOBHA U OPraHM3aUMOHHbIX
(npoueaypHbIX) Mep 3aWnTbl MHPOPMALUMN.

K agMMHUCTPATMBHOMY YPOBHIO OTHOCATCA peLIeHMA pPYKOBOACTBA,
3aTparmBaowme aearenoHoctb VCIMNAOH B uenom. 3Tn pelleHnA 3aKpennatoTca B
Monntnke MHPopMmaunMoOHHOM He3onacHOCTU. MPMMEPOM TaKUX pPeLeHUn MOryT
ObITb:

- IPUHATHE peuieHuss 0 (POPMHUPOBAHUU WM MEPECMOTPE KOMIUIEKCHOM
nporpaMmmsl obecrieuenus 6ezonacHoctu [1/1H, onpenenenrie OTBETCTBEHHBIX 3a €€
pean3aluio;

- hopMyJIMpOBaHUE II€JICH, MOCTAHOBKA 3aja4, ONpeAciCHUE HarpaBJICHUMA
JesITeILHOCTH B 00acTu 0e3onacHocTH I1/1H;

- IPUHSATUE PEIICHUH M0 BOMPOCAM peaTu3alii MporpamMmMbl O€30MaCHOCTH,
KOTOpbIE paccmaTpuBaroTcs Ha ypoBHE OO0 «Mnenb-Ypan» B 1eiom;

- obecrnieueHne HOpMATHUBHOM (TIpaBOBOI) 0a3bl BOIPOCOB 0E30MACHOCTH H
T.II.

MonnTMKa BEPXHEro ypPOBHA A0/XHA YETKO 04YepTUTb chepy BAUAHUA U
OrpaHMyeHuAa npu onpeaeneHmn uenen besonacHoctu MNAH, onpesenvTb KaKMMK
pecypcamu (MaTepuanbHble, MNepcoHan) oHu OyayT [AOCTUrHYTbl M HAUTK
Pa3syMHbIX KOMMPOMUCC MeXAy npUeMAeMblM ypoBHem 6e3o0macHOCTUM U
byHKUMoHanbHocTblo UCMOH.

Ha opraHuM3auMoHHOM YypOBHE OMpeaenAlTca npoueaypbl M npasmna
AOCTMXKEHNA uenerm W peweHua 3agady  [MoanTmkn  MHGOPMaLMOHHOM
6e3onacHoctu MNAH. 9TK NpaBuaa onpeaenatorT:

- KaKoBa 00JIaCTh MPUMEHEHUS TOJIUTUKU Oe3omacHoCTH [1/1H;

- KAKOBBI POJIW U OOS3aHHOCTU JIOJDKHOCTHBIX JIMI, OTBEUAOIIUE 3a
MpOBeNCHNEe TMONUTHKA Oe3omacHocTd [IJ[H, a Tak ke uX YCTAaHOBUTH
OTBETCTBEHHOCTb;

- KTO UMeeT npasa aocryna K [1/1H;

- KaKMU MEpaMH U cpeicTBaMu obecrieunBaercs 3ammra [1J[H;



- KAKUMU MepaMH U CpeACTBaMU OOeCleyuBaeTcs KOHTPOJb  3a
COOJTIOICHHEM BBEJIEHHOTO PEKUMa O€30MTacCHOCTH.

OpraHn3aunoHHbIe Mepbl A0/XKHbI:

- IpeayCMaTpUBaTh perjiamMeHT UH()OPMAITMOHHBIX OTHOIIICHUH,
MCKJIIOYAIOIINX BO3MOXKHOCTh HECAHKIIMOHUPOBAHHBIX JIEUCTBUUA B OTHOUIECHUU
OOBEKTOB 3allIUTHI;

- ONPENENATh KOAJUUHWOHHBIE W HMEPAPXUYECKUE MPUHLUIBI U METOMAbI
pasrpannyeHus nocrtyna k I[1J1H;

- ONpEeACNATh MOPSAOK padoThl € MPOrpaMMHO-MATEeMaTHUYECKUMHU U
TEXHUYECKUMHU (alIapaTHble) CPEeICTBAMH 3alllUThl U KPUOTO3AIIMTHl U APYTHX
3aIIUTHBIX MEXaHU3MOB;

- oprann3oBath Mepsl npotuBoaeiictBus HCJl monp3oBaTensiMu Ha 3Tanax
ayTeHTU(DUKAIIMY, aBTOPU3ALUU, UICHTUPUKAIUU, OOCCICUUBAIOININX TapaHTUU
peanu3aliu mpaB U OTBETCTBEHHOCTU CYOBEKTOB MH(OPMAIIMOHHBIX OTHOILICHUM.

B opraHuM3aunoHHble Mepbl A0/IKHbI COCTOATb U3:

- permamenTa nocryna B nomemenus UCI/Ix;

- IOPSIIOK  IOMYCKa COTPYIHHMKOB K ucHoib3oBaHul0 pecypcoB HCII/H
Komurera;

- periamMeHTa TMPOIIECCOB BeIEHUA ©0a3 JaHHBIX W OCYIICCTBICHUS
MoaupUKAIMK HHPOPMAITUOHHBIX PECYPCOB;

- periamMeHTa MPOIECCOB OOCIY)KMBAHUS U OCYIIECTBICHUS MOIU(DUKAIIIU
anmnapaTtHbIX 1 nporpamMHubix pecypcoB UCII/IH;

- uHCTpykumii nonws3oBareneir UCIIAn (ammuHHCTpaTopa 0€30MacHOCTH,
oneparopa UCIIn);

PDuznyecKkue Mepbl 32U THI

®dunsmnyeckme mepbl 3alWMTbl OCHOBAHbI HAa MPUMEHEHMM pPaA3HOro poaa
MEXaHUYECKNX, INEKTPO- WAN  3SNEKTPOHHO-MEXaHUYECKMX  YCTPOUCTB M
COOPY)KEHWUIM, CneuManbHO nNpefAHasHaYeHHbIX A4 Cco34aHMA  GU3UYECKUX
NPEenATCTBUIA HAa BO3MOMHbIX MyTAX MPOHWUKHOBEHWUA U A0CTyNa NOTEHUMaNbHbIX
HapywuTenem K KOMNOHEHTAM CUCTEMbI M 3alLMULLAEeMON MHOOPMALIMK, A TaKKe
TEXHMYECKMX CPeacTB  BWM3yasibHOrO HabnwpgeHua, CBA3WM U OXPaHHOM
CUTHaNU3aumn.

dusmyeckas 3awmTa 343aHUNA, MNOMELLEHMW, OOBEKTOB U CpeacTs
nHpopmaTnsaymm OONIKHA OCYLLECTBNATLCA nyTem YCTAHOBNEHMUSA
COOTBETCTBYHOLLMX MOCTOB OXPaHbl, C MOMOLLbI TEXHUYECKUX CPEACTB OXPaHbl UK
nobbiMn - apyrumum  cnocobamn, nNpenoTBPaALLAOWMMU  UAN  CYLLECTBEHHO
3aTPYAHAIOWMMM NPOHMKHOBEHWE B 34aHME, MOMELLEHUA MOCTOPOHHUX AU,
XULWEHNE MHPOPMAUMOHHBIX HOCUTENEN, CaMMX CpeacTB MHGOPMATMU3aUUM,
NCKNOYAIOWMMM  HAXOXKAEHUE BHYTPU KOHTPOAMPYEMOW (OXpaHSEeMOM) 30Hbl
TEXHUYECKUX CPEACTB Pa3BeaKM.



AnmnapatHo-nporpamMMHble cpeactBa 3amuThl I1H

TexHu4yeckme (annapaTHO-NPOrpammHble) Mepbl 3aWMTbl OCHOBaHbl Ha
MCMO/Ib30BAHUM PA3/IUYHbBIX 3JIEKTPOHHbIX YCTPOMCTB U CreLmManbHbIX NPOrpamm,
BxoaAwmx B coctaB NCMOH 1 BbINOAHAKOWMX (CAMOCTOATENBHO MM B KOMMIEKCE
C ApYyrMmu cpenctsamu) GyHKLUMM 3alnTbl (MAEHTUDUKALNIO U ayTEHTUDUKALMIO
nosnb3oBaTesnen, pasrpaHMyeHne AOCTyNa K pecypcam, perucrpaumio cobbitui,
KpunTorpadpuyeckoe 3akpbitne nHGopmaumm u T.4.).

C yueTom Bcex TpeboBaHUI 1 npuHUMnoB obecneveHns 6esonacHoctn MAH
B UCMNAH no Bcem HanpaBneHUAM 3aLUUTbl B COCTAB CUCTEMbI 3aLLUTbI AOJIXKHbI
HbITb BKAKOYEHbI Cnegytolme cpeacTsa:

- cpenctBa  uaeHTHUUKaMK  (OMO3HAaBaHUA) W ayTeHTU(DUKAIUU
(moaTBepkIeHUS OAIMHHOCTH) noJib3oBaTeneit NUCIIH;

- CpPEJICTBA pa3rpaHUYeHUsl JOCTYIa 3aperMCTPUPOBAHHBIX MOJIb30BATEIICH
cucteMsl k pecypcam UCIT/In YupexaeHus;

- cpeacTBa OO€CHEeUYeHUsT W KOHTPOJISI LEJIOCTHOCTH NPOTPaMMHBIX H
MH(OPMAIMOHHBIX PECYPCOB;

- CPEICTBA  ONEPATUBHOIO  KOHTPOJS W PErucTpalud  COOBITHUMA
0e301acHOCTH;

- kpunrorpadudeckue cpeactna 3amuTsi [1/1H.

YcnewHoe npuMeHeHMe TeXHUYEeCKUX CpeacTB 3alumMTbl Ha OCHOBAHWUU
npuHUMnos (pa3gen 5) npegnonaraer, YTO BbINOJHEHME MEPEUYUCIEHHDBIX HUXKE
TpeboBaHMi obecneyeHO OPraHN3aLMOHHbIMU (AAMUHUCTPATUBHBIMU) MEPaMU U
MCNob3yemMbiMU PUINYECKMMM CPEACTBAMMU 3aALUNTDI:

- obecnieueHa ¢uzudeckas 11e10cTHOCTh Bcex KomnoHneHT MCII/IH;

- Kaxabld coTpyauuk (mons3oBarens UCIIJH) umu rpymnna nojas3oBareneit
UMEeT VYHUKAJIbHOE CHUCTEMHOE UM W MHHHUMAJIbHO HEOOXOIUMBIC ISt
BBITIOJIHEHUSI UM CBOMX (DYHKITMOHAJIBHBIX 00S3aHHOCTEN MTOJTHOMOYHS TI0 JIOCTYITY
K pecypcaM CHUCTEMBI;

-8 UCIIJn OOO «Unenp-Ypam» pa3paboTka W OTIaJKa TporpamMmm
ocyuectpisiercs 3a npenenamu UCII/IH, Ha ucnbITaTEIbHBIX CTEHAAX;

- CETEeBOE 000pya0OBaHuE (KOHIIEHTPATOPBHI, KOMMYTAaTOPHI,
MapuIpyTu3aTopbl W T.I.) pacrojaraercsi B MeCTax, HEJOCTYIHbIX s
MOCTOPOHHMX (CIEeIMAIBHBIX MMOMEILICHUSX, Kadax, u T.11.).

- padotHukom OO0  «Maens-Ypam»
OCYILECTBIISIETCS HEMPEPHIBHOE YIPABJICHUE W aJIMHHUCTPATUBHAS TOJICpPKKa
(G YHKITMOHUPOBAHUS CPEJICTB 3aUTHI.




KOHTPOJIb D®P®PEKTUBHOCTHU CUCTEMBbI SAIINUTHI UCIIIn T'AY
«PAMIIull»

KoHTtponb adderktmsHoctn  C3MNLAH  [O/KEH  OCyWecTBAAeTCA  Ha
nepuogmyeckonm ocHose. Llenbto  KoHTpona  3dPeKTUBHOCTM  ABAAETCA
CBOEBPEMEHHOE BbIABNEHME HEHaanexawmx pexumos pabotbl  C3MNAH
(oTKNtOUEHME cpeacTs 3aLUMTDI, HapyLlweHue peXnmos 3aLMThI,
HECAaHKUMOHMPOBAHHOE M3MEHEHWE peXMma 3aWwutbl M T.0.), a TakK
NPOrHO3NMPOBaHME W MNPEBEHTUBHOE pearnpoBaHMe Ha HOBble Yrpos3bl
6e3onacHocTm MAH.

KOHTpO/Ab MOXEeT NpoBOAUTBCA KaK agMMHUCTpaTopom 6HesonacHoCTM
ncnau (onepaTnBHbIN KOHTPO/b B npouecce MHPOpPMaLLMOHHOIO
B3aumogencteua B WCMNAH), TaK M nNpuBAEKaeMbIMM AN 3TOM  Uenu
KOMMETEHTHbIMM  OpraHM3aunAMKU, WUMEKLWUMU  AULEH3UIO HaA 3TOT  BUA
peAatenpHoctn, a TakxKe @PCTIK Pocemm m ®Cb Poccum B npegenax wux
KOMNEeTeHUUN.

KOHTPO/Ib MOKET OCyLLEeCTBAATLCA agMUHUCTPATOPOM 6€30MaCHOCTU KaK C
NMOMOLLbBIO LITATHbIX CpeacTs cuctembl 3awmtbl [H, TaK M C NOMOLWbIO
crneymanbHbIX NPOrPaMMHbIX CPeACTB KOHTPOAA.

OueHka adpdeKTMBHOCTM Mep 3awmTbl MH NpoBOAMTCA C MICNONb30BAHUEM
TEXHUYECKUX M NPOrpaMMHbIX CPeacTB KOHTPO/A Ha npeameT COOTBETCTBMA
YCTAHOB/IEHHbIM TpeboBaHMUAM.



COEPBI OTBETCTBEHHOCTMU 3A BE3OITACHOCTD I1/1n

OTBeTcTBEHHbIM 3a pa3paboTKy Mep M KOHTpPO/Ab Hag obecnevyeHnem
6e30nNacHOCTM MNepCcoHaNbHbIX AaHHbIX ABAseTcA gupektop Obuwectsa ¢
OrpaHMYEeHHOM OTBeTCTBeHHOCTblo «Waenb-Ypan». [Aupektop ObuwectBa ¢
OrpaHMYEeHHOM OTBETCTBEHHOCTbIO «Mpaenb-Ypan» MOMKeT genernpoBaTb 4acTb
nonHomo4nii no obecnevyeHnto 6e30NacHOCTU NEePCOHabHbIX AAaHHbIX.

Cbepa OTBETCTBEHHOCTM AMPEKTOPA rOCYAAPCTBEHHOTO QABTOHOMHOIO
yupexkaeHna OpeHbyprckoit obnactm «PermoHasbHOe areHTCTBO MOJIOAEMHbIX
nporpamm W MPOEKTOBY» BKAlOYaeT cleaylolme HanpasaeHua obecnevyeHus
6e3onacHocTm MNAH:

- [InanupoBanue u peanuzaius Mep 1o ooecnedeHuto 6ezonacuoctu I1/1H;

- Ananu3 yrpo3 6e3onacnoctu [1/[H;

- Pa3paboTKy, BHEIpEHUE, KOHTPOJIb HCIOJHEHUS U TOJAJIEpKAHUE B
aKTyaJbHOM COCTOSIHMM TOJIMTUK, PYKOBOJACTB, KOHIICHIUN, MPOLEAYD,
pErJIaMEHTOB, HWHCTPYKUMH U JAPYTHMX OPraHU3AllMOHHBIX JOKYMEHTOB IO
o0ecreyeHnIo 0€30MacCHOCTH;

- Kontpone  3ammmenHocta  UWT  undpactpykryper  OOmiectBa ¢
OTPaHUYEHHOU OTBETCTBEHHOCTHIO «nens-Ypam» ot yrpos Ub;

- Obyuenue u wuHpopmupoBanue mosb3oBateneir WCII[H, o mnopsnke
pa6oTsl ¢ I1/IH 1 cpeacTBamMu 3aIIuTHL;

- [IpenoTBpalieHde, BBISBICHUE, pEardpoBaHUE W  pacclieloBaHUE
HapymeHui 6ezonacHoctu [1J1H.

Mpu B3aMMOAENCTBMN CO CTOPOHHMMM OpraHM3aLMAMM B CAy4vasax, Koraa
COTPYAHUKAM 3TMX OpraHM3auMin NpenocTaBAseTca AOCTYN K 0ObeKTam 3amThbl
(pasgen 3), c aTMMKM opraHM3aLMAMM JONKHO ObITb 3aKkao4eHo «CornaweHue o
KOHOUAeHUManbHocTM», nnbo «CornaweHne O cobawgeHuUn  pexxmma
6e3onacHocTm NMAH Npu BbiINnoAHEHUM paboT B UCMOH».



MOJAEJIb HAPYIIUTEJIA BE3OITACHOCTH

Moa Hapywutenem B Ob6uwectBe € OrpaHUYEHHOW OTBETCTBEHHOCTbHO
«Npenb-Ypan» nNOHUMAETCA NMLO, KOTOPOEe B pPe3ynbTaTe YMbIW/IEHHbIX WAu
HEeYMbILAEHHbIX AENCTBUIN MOXKET HAaHECTH yuepb obbekTam 3awmTel (pasaen 3).

Hapywutenn noapasgenstotTca No nNpusHaKy npuHagnexkHoctn kK UCMOH.
Bce HapywuTenn gensatca Ha Age rpynnbl:

— BHelWHMe Hapywutenn — ¢uanmyeckme nuua, He MMelowMe Mpasa
npebbiBaHMA Ha TEPPUTOPUU KOHTPOAMPYEMOW 30HbI, B Mpeaenax KOTOpou
pa3meltaetca obopyaosaHme NCMAH;

— BHYTPEHHME HapywuTenn — Ousnyeckne auua, UMerowme npaso
npebblBaHMA HA TEPPUTOPUM KOHTPOSIMPYEMOWM 30HbI, B Npedenax KoOTopow
pa3mewaetca obopyaosaHue UCMAH.

KnaccnduKkaumsa Hapywmtenem npeactaBneHa B MOAENAX Yrpo3 Ans
Nncngx.



MOJEJIb YI'PO3 BE3OITACHOCTH

Jna HWCII[Ia OOmecTBa ¢ OrpaHMYEHHONM OTBETCTBEHHOCTBHIO «Mmemn-
VYpam» BBIAEISIOTCA CIEAYIOIIME OCHOBHBIE KATErOpUHM YIrpo3 O€30MacHOCTH
IIEPCOHAIBHBIX TaHHBIX:

1) Yrpo3sl OT yTEYKH 0 TEXHHYECKUM KaHaJlaM.

2) YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIIA K HH(POPMAITUH:

- Yrpo3bl yHUYTOXEHUsA, XuleHus anmnapatebix cpeacts  MCIIIn
HocuTenel napopmanuu nyrem dpusndeckoro gocryna k nemeHTam UCII/H.

- Yrpo3bl  XWIIEHHS, HECAHKIMOHUPOBAHHOM  MOAMGUKAIMHU  WJIH
OJI0OKMpOBaHUsl MH(pOpPMAIMK 3a cYeT HecaHKUuuoHupoBaHHoro aocryna (HCJ) c
MPUMEHEHUEM MPOrPAMMHO-AIIAPATHBIX U MPOrPAMMHBIX CPEACTB (B TOM YHCIIE
IPOrpaMMHO-MAaTEMaTHUYECKUX BO3ICHCTBHIA).

- Yrpo3bl HENpeIHAMEPEHHBIX JACHUCTBUU II0Jb30BATEIIEM W HApYLICHUH
oe3onacnoctu ¢pyukimonupoanus UCII/Ixn u C3I1/IH B ee cocTtaBe n3-3a cOOEB B
IPOrpaMMHOM OOECHEUYEHHH, a TaKXe OT Yrpo3 HEAHTPONOreHHOro (cOoeB
anmapatypbl U3-3a HEHAJIEKHOCTH JJIEMEHTOB, COOEB JJIEKTPONHUTAHUS) U
CTUXHUHOTO (yIapOB MOJIHUM, TO’KAPOB, HABOJAHEHUH U T.I1.) XapakTepa.

- YTpO3bl IpEeIHAMEPEHHBIX JEHCTBUI BHYTPEHHUX HAPYIIUTEIIEH.

- YTpO3bl HECAHKIIMOHUPOBAHHOTO JOCTYIIA 110 KaHAJIaM CBSI3H.

OnucaHue yrpos, BEpPOATHOCTb UX peann3aumm, ONACHOCTb U aKTYaNbHOCTb
npeacrtasneHbl B mogenax yrpos gna NCMAH.



Mexanusm peanusanun Konuenuuu

Peanusauma  KoHuenuuu  OOMKHA  OCYWECTBAATBCA  HAa  OCHOBe
nepcneKTMBHbIX NPOrpamm M NNAHOB, KOTOPble COCTAaBAAKOTCA HA OCHOBAHUM U BO
MCNONHEHMe:

- ¢penepanbHbIX 3aKkoHOB Poccuiickoit deneparum B obmactu obecredeHus
nH()OPMAITMOHHON O€30TTaCHOCTH M 3aIIUTH HH(GOPMAIIHH;

- noctanoBienni [IpaBurenbcTBa Poccuiickont Penepannu;

- PYKOBOJSIIIINX, OPTraHU3allMOHHO-PACIIOPSAAUTEIbHBIX M METOJIUYECKUX
nokymeHToB @®CTOK Poccuu;

- motpeOHocter MCII[IH B cpeactBax obOecnedeHus O€30MaCHOCTH
uHdopMaIuu.



Oxunaembii 3@ et ot peannsanun Konnenuun

Peannsauua KoHuenunm 6e3onacHoctu MNAH 8 UCMNAH no3BoAnT:

- OLIEHUTh cocTosiHue Oe3zonmacHocth uHpopMmaruun WCIIIH, BBIABUTH
WCTOYHUKH BHYTPCHHHX WM BHENTHUX Yrpo3 WHOOPMAIMOHHOW Oe30MacHOCTH,
ONPEAECIUTh TPHUOPUTETHBIC HAMNPABICHUS MPEAOTBPALICHUSA, OTPAXECHUS U
HEUTpaIu3auu 3TUX yrpo3s;

- pa3zpaboTaTh pacnopsiANTEIbHbBIC u HOPMAaTUBHO-METONYECKUE
NOKyMeHTbI puMeHuTeNbHO K NCII/IH;

- mpoBecTH Kiaccuduxanuo UCIx;

- IPOBECTU OPraHU3ALMOHHO-PEKUMHBIE U TEXHUUYECKHUE MEPONPHUATHUS IO
obecnieuenuto 6e3onacuoctu I1/{n B UCII/IH;

- obecnieunTh HEOOXOUMBIN YPOBEHBb O€30ITACHOCTH 0OBEKTOB 3aIUTHI.

OcyuwiectBieHne 3TUX MeponpuaTin  obecneynT Cco3gaHMe eauHOWm,
LEeNOCTHON U CKOOPAMHUPOBAHHOM cUCTEMbI MHPOPMALMOHHON 6e30macHOCTH
NCNAH v co3aacT ycaosua Ans ee AaJibHenwero CoBepLleHCTBOBAHMS.



Cnucok HCnoJb30BaHHBIX HCTOYHUKOB

OCHOBHbIMW HOPMATUBHO-NPABOBbLIMU U METOAUYECKUMU [AOKYMEHTaMM,
Ha KoTopbix 6a3mpyetca KoHuenuma agnaloTca:

1. ®enepanbubiii 3axkoH ot 27 wuwong 2006 roma Ne 152-®3 «O
NEPCOHANBHBIX  JaHHbIX» (mamee — @3 «O mepcOHANBHBIX JaHHBIXY),
yCTaHaBJIMBAIOIINNM OCHOBHBIE MPUHIUIILI W ycioBus o0pabotrku I1/IH, mpasa,
00s3aHHOCTH M OTBETCTBEHHOCTb YYAaCTHUKOB OTHOIICHWH, CBSI3aHHBIX C
obpaboTkoi I1/]H.

2. IlocranoBnenme IlpaBurenbctBa  Poccuiickoit ~ ®enepanuu  OT
15cenTs6psa 2008 roma Ne 687 «O6 yrBepxkaenuun [lonoxkenus 06 0COOEHHOCTSIX
00pabOTKH NMEPCOHANILHBIX JaHHBIX, OCYIIECTBIsIEMOM 0€3 UCIIOIH30BAHUS CPECTB
aBTOMATHU3ALIUI.

3. ITlocranornenme IlpaButenncTBa Poccuiickoit deneparuu ot 21mapat
2012 roma No 211 «OO0 yTBEpXKIECHUU TMEpPEUHS MeEp, HaNpaBJICHHBIX Ha
oOecricueHUE BBIMOJHEHUSI O0s3aHHOCTEH, NpenycMOoTpeHHbIX dDenepaabHbIM
3aKkOHOM «O MEPCOHANBHBIX JAHHBIX» W NPUHATHIMU B COOTBETCTBUU C HUM
HOPMaTUBHBIMH MPABOBBIMU aKTaMU, OTIEPATOPAMM.

4. Tlocranomnenue [IpaBurenscrtBa Poccuiickoit ®denepanuu ot 1 HOAOps
2012 roma Ne 1119 «OO0 yTBepkaeHHH TpeOOBaHUN K 3alIUTE MEPCOHATBHBIX
JAHHBIX TpU UX 00paboTke B HH(POPMAIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX
naHHeIX» OOImecTBa ¢ OTPaHUYEHHOM OTBETCTBEHHOCTHIO  «Mmemb-Ypamy»
OTIpeJIeICHbl OCHOBHBIEC 1IETTM U 3aJa4M, a TakKe 0O0Ias KOHIEHIUS MOCTPOCHHUS
CUCTEMBI 3aIIUTHI IEpCOHATBHBIX JaHHBIX ([1/IH).

5. HopmatuBHO-MeToauueckue AOKyMEeHThl DenepanbHON CiykObl O
TEXHUYECKOMY M JKCIEpTHOMY KOHTpoJto Poccuiickoit ®enepauuu (manee -
OCTOK Poccun) no obecneuenuto Oe3zomnacHoctu II/[H mpu ux oOpaboTke B
NCIIn:

— pEeKOMEHJAIuH 1Mo 00ecreueHn0 0€30MaCHOCTH MEPCOHANBHBIX JTAHHBIX
npu ux oOpaboTke B MHPOPMAIIMOHHBIX CHUCTEMax MEPCOHAIBHBIX JaHHBIX, YTB.
3am. mupexropa DCTIK Poccun 15 depans 2008 roqa.

— OCHOBHBIE  MEPONPHUATHS MO  OpPraHu3alMud U  TEXHUYECKOMY
oOecrieyeHnt0 0€30MaCHOCTU TEPCOHANBHBIX JIAaHHBIX, O00pa0aThIBa€MbIX B
WH(POPMAITMOHHBIX CHUCTEMax TMEPCOHANBHBIX JaHHBIX, YTB. 3aM. JHPEKTOpA
OCTIK Poccuu 15 depans 2008 rona;

— 0azoBast MoJieNb yrpo3 OE30MaCHOCTH TMEPCOHABHBIX JAHHBIX TPH UX
o0paboTke B HMH(POPMAIMOHHBIX CHUCTEMAX IEPCOHAIBHBIX JAHHBIX, YTB. 3aM.
nupekropa DCTIOK Poccun 15 despans 2008 roxa,

— METOAMKAa  OMPENENCHUS  aKTyaJlbHBIX  yrpo3  0O€30MacHOCTH
MEPCOHANBHBIX JaHHBIX MpPU HX 00paboTke B WH(OOPMAIMOHHBIX CHCTEMax
MEePCOHANIbHBIX JaHHBIX, YTB. 3aM. qupektopa ®CTIK Poccum 15 despans 2008
rojia.



